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前言
技术的触角正延伸到更敏感、更复杂的领域，从信贷决策到医疗诊断甚至到量刑等不一而足。 
它影响着我们与亲朋好友和自身的日常互动；影响着我们作为员工、客户和公众的生活。作为技
术专家，我们必须主动担负起相应责任——努力扩大技术的积极影响，减轻负面影响。

本手册所包含的工具和技术试图帮助团队找到更具包容性、更能识别偏见、更加透明且能减轻负
面意外后果的战略。这些方法可以帮助技术专家们从多个维度审视他们的产品和技术选择，提高
发现有害或意外后果的可能性。

尽管我们的行业没有类似于希波克拉底誓言或者其他行业的职业许可标准，我们仍要考虑，对于
技术的用户以及在技术使用过程中受到影响却不被关注的那些人，我们应当承担哪些责任。本手
册旨在从源头建立起负责任的技术使用制度。

Rebecca Parsons
Thoughtworks 首席技术官
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我们的使命
帮助组织规避日渐数字化的世界中存在的伦理风险

企业越来越意识到他们所发明的技术可能产生巨大的道德（以及相关联的名誉和经济）后果。越来越
多的企业在开发产品时都试图谨慎行事——但技术是一个宽广、复杂、不断变化的领域，人们通常不
知该从何着手去衡量技术的潜在影响。

本手册重点介绍了一些组织和团队可以切实采用的前沿工具。这些工具有助于分析技术和开发工艺，
识别潜在伦理挑战，推动更负责任技术实践的进程。需要强调的是，这些参与式实用技术应普遍适用
于任何人——而非仅仅技术专家——所有人都可以使用、受益并增加对技术与社会互动方式的理解。

本手册如同一本食谱：我们一开始会使用食谱，但也从其他地方获取灵感，最终找到最适合自身情况
的方法并在此基础上发展自己的技能。我们需要从小处做起，时常练习，进而建立起个人、团队、组
织专属的文化与能力体系。这个过程和日常锻炼实现增肌是一个道理。

我们非常欢迎更多的建议、工具推荐、使用提示，以共同促成这一领域的进步。

Alexander Steinhart
编辑兼手册负责人代表
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什么是负责任技术？
让技术和企业行为符合社会与个人的利益

负责任技术是一种让技术和企业行为更符合社会与个人利益的工作方式。它积极思考并探索技术
的价值、不可测的后果和负面的影响，主动管理、减缓和降低技术的风险与伤害。我们思考伦
理、个人与人类繁荣、社会结构、包容与公平等概念，竭力追求让技术造福而非剥削大众。

几乎无处不在的数字技术推动了这一进程。数字技术处于我们个人生活和社会的核心。随着人们
的日常活动越来越依赖技术，技术所造成的不可测或恶意的后果也随之增加。

自动化程度提升——没有人类介入但带来真实后果的行为——以及技术系统日益复杂的叠加效
果，导致我们对技术的可预测性越来越低的同时受到技术的影响却越来越大。因此，人们迫切渴
望成熟的风险管理和安全的实践。

与此同时，“技术”和“社会”正变得密不可分，技术与人类行为相互影响。因此，我们急切渴
望用价值明确的实践来打造社区以及我们所期望的未来。
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实施负责任技术 

如果想要更加深入且广泛的实施负责任技术、保持高度自信的创新能力、获取更多来自利益
相关方、消费者和更广泛公众的信任——应该从以下五个方面着手：质询、方法、支持者、
多元化、能力。

支持者
确保兼顾多方利益相关方

方法
规范可行的道德流程

质询
系统性提出针对性问题

多元化
从一开始收集多方面观点

能力
持续改善组织及其产品

负责任技术

本手册所含负责任技术工具将提供方法和调查帮助，规范流程，并系统性提出针对性问题。尽管
如此，您在具体应用时仍需考虑多方利益相关方（支持者）和多方面观点（多元化），包括伦理
专家的观点。最后，还要预留一部分资源，持续构建并改进这一文化和相关能力。
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负责任技术： 
为何它这么重要？

需求（或影响）和好处
•	百分之九十七的消费者希望品牌在创新时采用合乎伦

理的技术；( 信源 ）
•	百分之七十的消费者表示，他们会更乐于购买在道德方

面不断提升的品牌。( 信源 ）

挑战与后果
•	仅百分之十九的人认为企业在设计技术产品和服务的时

候考虑了他们的最佳利益；( 信源 ）
•	百分之八十六的消费者可能断绝与不道德使用数据的企

业之间的联系。( 信源 ）
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不开展负责任、合乎道德的思考，可能给我们的形象、健康、
商业、经济、政治系统及社会凝聚力带来毁灭性后果。作为
技术专家，审慎选择我们使用的工具有助于避免出现这些
极端后果。

请在我们的 《社会影响报告：技术处于社会中心地位》 中查找更多负责任技术的内容。

9负责任技术执行手册© 2021 Thoughtworks

https://www.thoughtworks.com/zh-cn/about-us/social-change/reports/tech-at-the-core-of-society


负责任技术 
工具与实践
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开发生命周期中的负责任技术
您可以在产品研发周期的所有阶段整合负责任技术。在发散阶段，特别适合选择打开视角和分析利益相关者
价值的工具。收敛阶段，则着重关注减轻风险的工具。
欲了解如何进一步实施负责任技术，见 第七页。

确定战略
了解原因并确定方式

探索 确定
通过精益产品
开发的方式保证
做对的事情

通过持续集成和
交付保证
把事情做对

执行解决方案
创造成果

设计 交付
建议
评估
学习

打开视角

降低潜在风险

分析利益
相关者的价值
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选择适当的工具
这是一把可以帮助您判断哪些工具最适合 
团队的情况和目标的钥匙。

打开视角
征集不同观点，广泛思考 
潜在后果和成果。

降低潜在风险
在道德挑战和弱点演变成更大问题之前， 
发现并解决它们。

分析利益相关者的价值
确保技术的设计符合预期服务对象的需求 
且支持他们的价值。
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方法与工具索引
按英文字母顺序排序

For additional approaches and methods, see pages 41–47.

page 16

敏捷 
威胁建模

Ideation
Phase 1

1
Explain focus of event 
and post up intended 
consequences

Introduction 2
Ask participants Q1. 
Everyone takes quiet 
time to answer based 
on their expertise and 
experience

Quiet time

3
Participants post up; 
similar ideas are 
grouped together

Affinity sorting

4
Participants have 
another opportunity to 
add new consequences 
based on other posts

Quiet time

5
Sort the consequences 
into action categories - 
act, influence or monitor

Action sorting

6
Once sorted, ask Qs 2 & 3. 
Everyone can vote all at 
once on the posts.  

Dot voting

8
Thank everyone 
for participating

End

7
What do the consequences you 
can act on mean for your 
product? Are there any quick 
wins? Assign responsibilities.

Discussion

Consequence Scanning 
Recommended Structure

Action
Phase 2

page 18

结果扫描

Data sources

Your reason for 
using data

Engaging with 
people

Limitations in 
data sources

Communicating 
your purpose

Openness and 
transparency

Sharing data 
with others

Positive effects 
on people

Ongoing 
implementation

Ethical and 
legislative context

Negative effects 
on people

Reviews and 
iterations

Rights around 
data sources

Minimising 
negative impact

Your actions

2019-05

Are you going to be sharing data with other 
organisations? If so, who? 

Are you planning to publish any of the data? 
Under what conditions?

What existing ethical codes apply to your sector 
or project? What legislation, policies, or other 
regulation shape how you use data? What 
requirements do they introduce?

Consider: the rule of law; human rights; data 
protection; IP and database rights; anti-
discrimination laws; and data sharing, policies, 
regulation and ethics codes/frameworks specific 
to sectors (eg health, employment, taxation).

How will ongoing data ethics issues be 
measured, monitored, discussed and actioned?

How often will your responses to this canvas be 
reviewed or updated? When?

What actions will you take before moving 
forward with this project? Which should take 
priority?

Who will be responsible for these actions, and 
who must be involved?

Will you openly publish your actions and 
answers to this canvas?

Where did you get the data from? Is it produced 
by an organisation or collected directly from 
individuals?

Was the data collected for this project or for 
another purpose? Do you have permission to 
use this data, or another basis on which you’re 
allowed to use it? What ongoing rights will the 
data source have?

Are there limitations that could influence your 
project’s outcomes? 

Consider:

 > bias in data collection, inclusion/exclusion, 
analysis, algorithms

 > gaps or omissions in data

 > provenance and data quality 

 > other issues affecting decisions, such as team 
composition

Name/describe your project’s key data sources, 
whether you’re collecting data yourself or 
accessing via third parties.

Is any personal data involved, or data that is 
otherwise sensitive?

What is your primary purpose for collecting and 
using data in this project? 

What are your main use cases? What is your 
business model?

Are you making things better for society? How 
and for whom?

Are you replacing another product or service as 
a result of this project? 

How can people engage with you about the 
project?

How can people correct information, appeal 
or request changes to the product/service? 
To what extent?

Are appeal mechanisms reasonable and well 
understood?

How open can you be about this project? 
Could you publish your methodology, metadata, 
datasets, code or impact measurements?

Can you ask peers for feedback on the project? 
How will you communicate it internally?

Will you publish your actions and answers to this 
canvas openly?

Are you routinely building in thoughts, ideas 
and considerations of people affected in your 
project? How?

What information or training might be needed to 
help people understand data issues?

Are systems, processes and resources available 
for responding to data issues that arise in the 
long-term?

Do people understand your purpose – especially 
people who the data is about or who are 
impacted by its use?

How have you been communicating your 
purpose? Has this communication been clear?

How are you ensuring more vulnerable 
individuals or groups understand?

Which individuals, groups, demographics or 
organisations will be positively affected by this 
project? How?

How are you measuring and communicating 
positive impact? How could you increase it?

Who could be negatively affected by this project?

Could the way that data is collected, used or 
shared cause harm or expose individuals to risk 
of being re-identified? Could it be used to target, 
profile or prejudice people, or unfairly restrict 
access (eg exclusive arrangements)?

How are limitations and risks communicated to 
people? Consider: people who the data is about, 
people impacted by its use and organisations 
using the data.

What steps can you take to minimise harm?

How could you reduce any limitations in your 
data sources? How are you keeping personal and 
other sensitive information secure?

How are you measuring, reporting and acting on 
potential negative impacts of your project?

What benefits will these actions bring to your 
project?

theodi.org/tools  

Data Ethics Canvas

Open Data Institute #DataEthicsCanvas This text is licensed under a Creative Commons
Attribution-ShareAlike 4.0 UK. International Licence
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数据 
道德画布

page 22

道德探测器
100

300

200

300

EXCLUSION

ALGORITHMIC BIAS

How will we promote fairness?

OUTSIZED POWER

How will we promote choice?

SURVEILLANCE

How will we protect privacy?
DISINFORMATION

How will we promote truth?

ADDICTION

How will we promote healthier behaviors?

How will we enable equity?

DATA CONTROL

How will we enable transparency?

BAD ACTORS

How will we promote civility?

4 5

EXPLORING THE   
TECH RISK ZONES

page 30

InterpretML

page 24

Ethical OS

Failure S P D RPN

System reminds a user of a 
now-deceased relative

3 2 7 42

System recommends a car 
advertisement to someone 
who does not drive

2 5 3 30

System raises interest rates 
on user based on automated 
credit scoring algorithm

5 3 1 15

page 26

故障模式 
和效应分析

page 36

​​技术塔罗牌

page 38

意外结果

page 28

繁荣 
商业模型画布
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Appendix 

Exhibit A: Materiality Matrix from UPS 
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重要性 
矩阵评估

Responsible Strategy

Understanding, clearly articulating, and 
committing to your organisational values is the 
first step to better business planning and more 
responsible metrics. 

What do you value most? 
Start internally, and pragmatically. This might be your craft, your ability to innovate, 
your colleagues and collaborators, the investment, or the opportunity you have.    

And externally, what do you work the hardest to maintain? This might be trust, 
sustainability, reliability, or security. Or it might be reputation, profit margin,  
or pipeline. 

How do these translate into values for your organisation that you can tell  
stories around? 

What behaviours do you value? 
What are the adjectives that describe the ways you or your team achieve things  
when you’re at your best? 

What do you look for and champion in others? 

Who do you value most? 
Who is most important to you — is it your shareholders, investors or stakeholders, 
your workforce, your customers or your clients? 

If it’s your customers or clients, then be specific about which segment: is it the most 
vulnerable, the most engaged, or the most profitable? 

When you need to compromise, who do you feel comfortable benefitting, and who 
do you feel comfortable disadvantaging? 

What value do you create? 
If you know what you value, and who you value, then you need to ask what benefit 
you provide to those people. 

Below are questions that can be used as a starting point for 
decision-making and objective setting that will move your 
organisational, team or product behaviour closer to the 
values you want to uphold.

TECHTRANSFORMEDpage 34

负责任策略

13负责任技术执行手册© 2021 Thoughtworks



起步工具
不确定从哪里开始？可以试着用这三种工具中的
任何一种开始探索，我们认为它们适合起步阶段
使用，适用于一项产品的创始或开端。

Ethical Explorer － 道德探测器
Ethical Explorer 为个人、团队和利益相关者提
供他们可采用的提升方式与相关指南（大多基于 
Ethical OS），帮助您识别旗下产品可能涉及到的
伦理问题与风险。

了解更多 >

Consequence Scanning  
－ 结果扫描
Consequence Scanning 帮助团队正确解决问题，
同时赋能他们采取措施做出相应改变。其结构类似
于团队执行团队回顾等敏捷流程，非常适用于这些
团队。

了解更多 >

Tarot Cards of Tech  
－ 技术塔罗牌 
Tarot Cards of Tech 是一套设计精美的提示卡，
可以帮助您打开视角、收集不同观点。在构思过程
中，它们能够与 HMW 方法相互配合，提供很好的
思路引导。

了解更多 >

19

S C A N D A L
T H E

SCANDAL
T H E

What’s the worst headline 
about your product you 

can imagine?
What about your business model 

would concern users most?

In what scenarios could your product 
cause harm or endanger people?

If your product was used entirely 
opposite of how it’s intended, what 

does that look like?

S I R E N
T H E

S I R E N
T H E

What would using
your product "too much" 

look like?
How does your product encourage 
users to engage, and how does it 

make it easy to disconnect?

How does your product respect 
people’s boundaries and the other 

parts of their lives?

In what situations might it be 
inappropriate or distracting to

use your product?

F O R G O T T E N
T H E

F O R G O T T E N
T H E

When you picture your 
user base, who is 

excluded? If they used 
your product, what would 
their experience be like?

Whose perspective is missing
from product development? 

Pretend the opposite of your 
assumptions about your core user
are true—how does that change

your product?

S M A S H  H I T
T H E

SMASH H IT
T H E

What happens when
100 million people use 

your product?
What would mass scale usage of

your product reveal or cause?

How might a community change if 80%
of residents used your product?

 
How could habits and norms change?

B F F s
T H E

B F F s
T H E

If two friends use your 
product, how could it 

enhance or detract from 
their relationship?

How does your product
change or create new ways for

people to interact?

Does your product fill or change
a role previously filled by a person?

S E R V I C E  D O G
T H E

S E R V I C E  D O G
T H E

If your product was 
entirely dedicated to 
empowering the lives

of an underserved 
population, what kind of 
impact could you make?

Who could your product most
directly benefit outside of your 

targeted users?

How would your product
change to better serve them?

RADIO STAR
T H E

Who or what
disappears if your 

product is successful?
Who loses their job?

What other products or services
are replaced?

What industries, institutions or
policies would be affected?

R A D I O  S T A R
T H E

S U P E R F A N
T H E

S U P E R FA N
T H E

How would a community 
of your most passionate 

users behave?
What “rules of engagement” does 

your product rely on, and how might 
these be subverted?

In what ways might the community be 
an asset? In what ways might it 

become a liability?

If your product involves discourse, 
what does positive and negative 

communication look like?

C A T A L Y S T
T H E

C ATA LY S T
T H E

How might cultural 
habits change how your 

product is used? And 
how might your product 
change cultural habits?

What context would an alien
from outer space need to use or 

understand your product?

What social norms, etiquette
or traditions could change because

of your product?

MOTHER NATURE

If the environment was 
your client, how would 
your product change?

What feedback would
the environment give about

your product?

What is the most
unsustainable behavior your

product encourages?

M O T H E R  N A T U R E

B I G  B A D  WO L F
T H E

What could a
"bad actor" do with

your product?
What would predatory and 

exploitative behavior look like
with your product?

What product features are most 
vulnerable to manipulation?

Who could be targeted with
your product?

B I G  B A D  W O L F
T H E

B A C K S T A B B E R
T H E

B A C K S TA B B E R
T H E

What could cause
people to lose trust in 

your product?
What could make people feel

unsafe or exposed?

What mechanisms are in place
for listening to your users?

How will you recognize larger
patterns in feedback so that action

can be taken?

FO
LD

FO
LD
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降低潜在风险 跨专业团队每次活动1-2小时

它是什么？
威胁建模是一种基于风险的，通过识别威胁和缓解措施来设计安全软件的方法。不同于创建和维
护一个详尽的“威胁模型”，我们鼓励团队小步、高频地执行威胁建模。

何时使用？
建议团队养成在每次迭代时执行威胁建模的习惯，促使软件交付团队集思广益，在实现之前找到
真正的安全威胁。

涉及哪些人？
整个交付团队，技术和非技术人员都应当引入其中。比如，让业务分析师和产品经理提高风险意
识，这也是团队成员从他人身上获取洞察与能力提升的绝佳机会，但这并不是必需的。

Agile Threat Modeling
－ 敏捷威胁建模
来源： Thoughtworks

16 © 2021 Thoughtworks
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Agile Threat Modeling (continued) － 敏捷威胁建模（续）我们的观点
•	 一次不要尝试太多，选择可实现的 

目标。
•	 用 STRIDE 提示卡集思广益，从其他维

度拓宽提示卡（比如本手册高亮显示的
卡片）。 

•	 Make sure the actions go straight 
into the backlog

进一步探索：
威胁建模完整指南（无需下载） 
Jim Gumbley文章，研讨会启动指南 

STRIDE提示卡可以从Thoughtworks 
英国、德国和印度办公室获取。

我是用户

潜在威胁

需要保护的数据

权限界限

数据库
Postgres

组件

数据流

用户

PII

未加密

果汁店服务器
NodeJS

支付服务器
NodeJS

DDos果汁店前端
React App

$

工作原则
1.	 经常召集交付团队开会，探讨威胁建模，提出以下 

问题：
•  我们创建的是什么？
•  可能出现哪些错误？
•  我们如何应对？

2.	 通过绘制一幅“低保真”技术图，进行阐释和探索，
其中包括：

•  相关组件和用户；
•  数据的不同流向；
•  做好网络和界限标记；
•  对企业具有重要价值的资产。

3.	 使用STRIDE提示卡，集思广益发现威胁：
• � 找到攻击、突破或击败软件某个特定点的方法本

质上就是威胁建模； 
• � 捕捉告示板、便利贴或在线辅助工具（即

MURAL）上识别的风险。 

4.	 共享有助于优化的知识，进行优化和修复：
• � 团队应该就最危险的威胁进行记点投票；
• � 识别最危险的威胁并记录下来；
• � 采取措施，将降低风险措施纳入待办事项。

5.	 完成结束：
•  向团队成员分配任务；
•  确定修复实施的时间；
• � 首次修复完成后重复一次。

17© 2021 Thoughtworks
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跨专业团队每次活动1-2小时打开视角降低潜在风险

Consequence Scanning
－ 结果扫描
来源： Doteveryone（现开放数据研究所）

它是什么？
这项工具提供了一些工作坊相关的活动方式与材料，帮助团队思考与某项技术或服务相关的预
期和意外结果。这项工具适用于所有领域的所有团队。参与者角色应尽可能跨功能：从技术、设
计、产品、业务到用户自身。  

它也提供一个框架，用以发现在工作坊中无法被发现的问题。

一次安排妥当的会议应涵盖以下问题：
•	 本产品或功能的预期和意外结果是什么？
•	 我们关注的积极结果是什么？
•	 我们希望减少的后果是什么？

何时使用？
其设计是为了配合迭代式敏捷过程，所以适合多个阶段使用，包括初步构想、路线图规划和引入
新功能。

•	 使用简单，具有非常全面要素的使用说明；
•	 一次会议应预留1.5-2小时，否则参会者会觉得很匆忙。

连接愿景、构思、实施、路线图、史诗功能划分和项目收尾（便
于销售跟进），使之成为习惯。它可以像回顾一样成为团队日常
活动的一部分。这一工具很有代表性，应用起来也非常合理，以
行动为导向，可以为团队赋能。

涉及哪些人？
核心团队、用户支持者、技术或业务专家、高级产品赞助商、合
作方。

22

Q1  What are the intended and unintended consequences? 

Q2  What are the positive consequences we want to focus on?

Q3  What are the not-so-positive consequences we want to mitigate?

Prompts:

Below are questions to 
help you think about 
consequences beyond 
user interactions with 
your product.Unintended

Consequence Scanning

Intended

What could this mean for 
wellbeing or relationships?  
Who else does your user 
experience your product with?

What could this mean to the 
consumers of your product? 
Have you considered security, 
reliability, support & monitoring, 
understandability? 

What could this mean to 
people in their professional 
life? How could this affect 
different markets?

What could this mean if 
everyone in the world were 
doing it? How could the 
communities you operate 
within be affected?

TECHTRANSFORMED

doteveryone

Monitor

Influence

Act
Immediate ideas 
and actions for us 

Not in our direct control 
but we want to change or 
influence the outcome

Out of our control but we 
want to understand better 
and explore further

Action Sorting

Ease of implementation vs. Scale of impact

Monitor:
These are 
consequences that 
you cannot control, 
such as political 
climate or global 
trends.

Influence:
Consequences 
that need to be 
handled by other 
stakeholders, 
either within the 
organisation or 
externally, but within 
reachable networks.

Act:
The things the core 
team can take 
forward and action 
immediately. Within 
these, prioritisation 
and time scales 
should be applied.

Lack of Digital 
Understanding

Examples
Digital blindspots - where unclear policies or business 
models lead to disempowerment and lack of trust. (1) 
Findings of the Doteveryone People, Power, Technology reports: “They 
know no one is going to read all those terms and conditions – and so 
you don’t know what rights and information you’re giving away.”

Lack of representation - different experiences are not 
understood by those creating technology and this leads 
to blindspots in how it can affect others. (2) 
Case Study Propublica: “Machine Bias: There’s software used across the 
US to predict future criminals. And it’s biased.” 

Lack of understanding - Those who buy or procure 
technology do not understand how it works or its 
potential consequences. (3) 
Abandoned NHS IT system has cost £10bn so far - Richard Bacon, a 
Conservative member of the committee, said the report was further 
evidence of a "systemic failure" in the government's ability to draw up 
and manage large IT contracts.

TECHTRANSFORMED

Changes in Norms 
& Behaviours

Examples
Changing Behaviour - 5 Ways technology is changing 
behaviour (9)  Digital walls, less patience, searching for a like button 
offline, lack of focus, less safety conscious

Changing Relationships - It's much easier to injure 
friendships online (10)  because of the ease of creating 
misunderstandings electronically. When a friend is going through a rough 
time, not even the most clever emoticon can substitute for a 
heartfelt hug

Changing Social Norms - How mobile dating has (and 
hasn’t) changed our love lives (11)

Changing Language - How Digital Technology Has 
Changed Language (12) The Good, The Bad and The Smiley  

Codifying Societal Bias - Smiley - An Examination of 
Hiring Algorithms, Equity, and Bias. (13) Predictive hiring tools 
can reflect institutional and systemic biases

TECHTRANSFORMED

Unintended 
users & uses

A use not imagined  
When Classical Musicians Go Digital (4) 

Increasing numbers of players are using iPads and laptops 
instead of sheet music, especially now that the latest 
generation of tablets come in the same size as a 
standard score.

Users never imagined  
The Me Too Movement Comes to China (5) 

Assault Victims Use Blockchain To Document Assaults 
After Xi Ping Uses The Great Firewall Censors

TECHTRANSFORMED

Examples

TECHTRANSFORMED

Examples
Automating functions, jobs or sectors - Technology Has 
Already Taken Over 90% Of The Jobs Humans Used 
To Do (14) 

Changing the need for public institutions or services  
What are Coding Bootcamps and Why are they Better 
than Traditional College? (15)

Displacing communities while creating new ones 
Online AA meetings for those who don’t live near 
meetings or are homebound (16)

What does it means to be human? Girl with 3-D 
printed hand hopes to break first pitch record (17)

Displacement

Not providing reliability for everyone - Cheap 
Smartphones Leave the Poor More Vulnerable (6) 
More expensive devices receive much stronger security protections.

Not designing for those with bad intent - Hacked 
Facebook accounts found for sale on the dark web (7)  
If exploited by criminals, security experts warn that the data could be 
used to commit identity theft or blackmail Facebook users with 
compromising information.

Not monitoring for unexpected results - Tumblr booted 
from App Store due to child porn. 
Tumblr released a statement which explained that it discovered content 
during an audit that wasn’t included in the industry database it was using

Not providing support needed - Barriers to Technology 
Adoption in Education (8) 
A serious barrier to technology in the classroom is the lack of effective 
training to teachers and instructors. 

TECHTRANSFORMED

Examples

Weak Reliability, 
Security, Monitoring 
& Support 

TECHTRANSFORMED

Examples
Energy and materials that go into the creation of tech 
that harm the planet. 

“…data centres in the U.S. alone are projected to consume approximately 
73 billion kWh in 2020. Data centre efficiency and sustainability is a 
universal challenge that transcends companies, geographies, and 
workloads – and there’s no simple solution.” (18)

Conflict minerals & Coltan: Tantalum from coltan is used to manufacture 
batteries for electric cars, and in tantalum capacitors it is used in 
electronic products. Coltan mining has helped to finance serious conflict 
in the Democratic Republic of Congo, for example the Ituri conflict and 
the Second Congo War.

The energy usage of people using a technology that 
demands high consumption

Alex de Vries, a bitcoin specialist at PwC,  estimates that the current 
global power consumption for the servers that run bitcoin’s software is a 
minimum of 2.55 gigawatts (GW), which amounts to energy consumption 
of 22 terawatt-hours (TWh) per year—almost the same as Ireland. (19)

Negative impact 
on the planet

< 返回方法列表
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Consequence Scanning (continued) － 结果扫描（续）我们的观点
这些提示可能有一些抽象，很难与具体
业务关联在一起。使用者需要花时间收
集、识别相关度最高的信息，才能有所帮
助。您也可以使用其他工具的提示，比如
Tarot Cards of Tech、Ethical Explorer 
等。无论如何，这是一款堪称惊艳的敏捷
工具，与回顾和检查等敏捷流程配合的
很好。

进一步探索：
https://www.doteveryone.org.uk/
project/consequence-scanning/

Doteveryone原创（现由开放数据研究
院保存）《署名——非商用相同方式共享
4.0公共许可协议国际版》（CC BY-NC-
SA 4.0）

工作原则
该方法分为两个阶段：

第1阶段，构思：借助不同问题和提示来展露预期结果
以及意外结果（简介、独立分析时间、排序、对结论分
组和讨论归纳）；

第2阶段，行动：将成果进行分类，帮助制定一套行动
计划（行动排序、记点投票、讨论和结束）。

思考：

•	 如果远程操作，则划分小组，共享墙面或白板，选
择可即时协作的工具；

•	 针对您的关注点收集不同的观点，比如：持有强烈
反对意见的人、有这种“功能”经验的人或者从未
遇到这种情况的人。这有助于提高分析的丰富性。

还包括：
• � 贵公司的愿景、使命和价值观；
• � 支持反思和决策的其他工具或文件。

19

12

When should you do
Consequence Scanning?

This event should be done in the early stages of product planning and returned to 
throughout development and maintenance.

By doing Consequence Scanning in the earliest stages of product planning and 
development, it will be easier for your team to think critically and candidly about 
what you’re making without being too attached to specific ideas or work that has 
already been completed.

Returning to the event during roadmap planning, and every time a feature is 
introduced, will ensure that new consequences are uncovered and you are still 
delivering on the original intent.

At initial conception

The Agile Planning Onion

During roadmap 
planning

Every time a feature
is introduced

Vision

Roadmap

Release

Iteration

Daily
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跨专业团队每次活动1-2小时打开视角降低潜在风险

它是什么？
一系列提问，旨在促进讨论，帮助团队思考如何收集、共享或使用数据。

目的：
•	 在“惧怕收集数据”和“囤积一切数据”之间找到平衡；’
•	 思考对人们的影响；
•	 鼓励信任，实现透明。

结果：

产生具有优先级排序的、且有明确责任分配的行动列表。

为何用它？
帮助识别数据使用中潜在的道德问题，找到可行的预防措施。

何时使用？最理想的情况是在新项目开始的时候，但在项目开始之后也是
有用的。

与谁使用？这项活动最好能够引入足够多样的角色群体。

Data Ethics Canvas
－ 数据道德画布
来源：开放数据研究所

The Open Data Institute defines data 
ethics as:

‘A branch of ethics that evaluates data 
practices with the potential to adversely 
impact on people and society – in data 
collection, sharing and use’

Data ethics relates to good practice 
around how data is collected, used and 
shared. It is especially relevant when data 
activities have the potential to impact 
people and society, directly or indirectly.

For example, an automated data model 
might make decisions about whether 
someone is eligible for a mortgage, or 
what insurance they can be offered. 
And decisions about what data to collect 
– and what to exclude – might affect 
groups in a society.

Data ethics should be addressed 
at all stages:

 � Stewarding data – collecting it, 
maintaining it and sharing it

 � Creating information from that data 
– in the form of products and services, 
analysis and insights, or stories and 
visualisations

 � Deciding what to do – informed 
by information from multiple sources 
along with experience and 
understanding 

Improve project planning 
The canvas helps you to consider 
potential risks and impacts from the start 
of your project. It prompts debate about 
project objectives, intention and impact, 
and helps you consider wider ethical 
issues, relevant laws and regulation. 

Grow impact and trust 
Using the canvas, you can design better 
products and services while addressing 
bias. It helps you examine the impact 
that your data activities can have, 
and mitigate any harmful impacts for 
people and communities.

Complement other ethics guidelines 
The canvas helps to tease out risks 
around a project, without predisposing 
an outcome. It illustrates how one type 
of data activity can have many outcomes 
and consequences, depending on 
context, purpose and organisations 
involved. 

Manage data ethics in the long-term 
The canvas guides how you manage 
and discuss data ethics, and how you 
develop ethical frameworks and guidance 
around your project. It also helps you 
raise awareness of data issues in your 
organisation.

Think about who to involve 
We recommend involving people with 
a range of perspectives – from people 
within your organisation (if you have one) 
to people who may be impacted by 
your project.

Get leaders onboard 
Engage senior people in the process of 
completing the canvas, to support any 
decisions or changes that might emerge.

Consider data literacy 
You could run an introductory session 
about data ethics and key terms before 
completing the canvas, to help people 
understand the context.

You can start anywhere on the canvas 
and complete the sections in any order.

For each section, take time to consider 
your answers. It helps to note them 
on sticky notes and stick them to the 
sections as you go. Where you can, share 
and discuss your responses with others.

When you have completed the canvas, 
outline next steps and ensure there 
is a person responsible for each action.

Share notes about the discussion more 
widely if you can.

 
Tips
� Use the ODI’s online template to 

record your notes and actions

� Complete the canvas in a group with 
a range of people 

� Be sensitive to any power dynamics 
that might be in the room

Completing the Data Ethics Canvas 
is a starting point for transforming how 
your team or organisation handles 
data. To get the most of the tool, we 
recommend the following:

 � Share your notes and actions from 
completing the canvas as widely as 
you can, particularly with people 
affected by how your project collects, 
shares or uses data

 � Review progress made towards 
your actions

 � Monitor the ongoing impact of your 
work on individuals, groups and 
society 

 � Review and update your answers 
on the canvas, eg quarterly or at 
project milestones

 � Run a retrospective or evaluation 
at the end of your project, to review 
your answers on the canvas and 
inform future work

You can share feedback, thoughts 
and ideas about the Data Ethics Canvas 
with the ODI at policy@theodi.org.

The Data Ethics Canvas is also available 
at theodi.org/data-ethics-canvas 
There you can access:

� A print-at-home version of the canvas 

� An online template to use alongside or 
instead of this hard-copy canvas

The Data Ethics Canvas is a tool 
for anyone who collects, shares or 
uses data. 

It helps identify and manage ethical 
issues – at the start of a project that 
uses data, and throughout.

It encourages you to ask important 
questions about projects that use data, 
and reflect on the responses. These 
might be:

� What is your primary purpose for 
using data in this project?

� Who could be negatively affected 
by this project?

The Data Ethics Canvas provides a 
framework to develop ethical guidance 
that suits any context, whatever the 
project’s size or scope.

 
Original source
The Data Ethics Canvas is based on the 
Ethics Canvas, a higher-level framework 
for assessing the ethical implications 
of any project, developed by the ADAPT 
Centre for Digital Content Technology. 
The ADAPT Centre’s Ethics Canvas 
is itself based on the original Business 
Model Canvas by Alex Osterwalder.

What is data 
ethics? 

Why use 
this tool? 

Before you 
get started

How to use 
this tool

What next?

What is the 
Data Ethics 
Canvas?

 
The Data Ethics Canvas is a tool 
for anyone who collects, shares or 
uses data. 
It helps identify and manage ethical 
issues – at the start of a project using 
data, and throughout. It gives a 
framework to develop ethical guidance 
that suits any context.

Methodology and training tools

Data Ethics Canvas

2019-05

This tool is part of the ODI’s wider data toolkit. You can find all 
the tools and resources at theodi.org/tools

This text is licensed under a Creative Commons
Attribution-ShareAlike 4.0 UK. International Licence

The ODI’s 
theory  
of change
We want people who steward 
data, and people who create 
things with it, to act in ways that 
bring about positive impacts. 
Ethical use of data helps to 
improve trust, and bring about 
the best economic and social 
outcomes.
We want to avoid a future where 
data is feared or hoarded. We 
want data to work for everyone.

Find out more at:  
theodi.org/theory-of-change

CREATE
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Data Ethics Canvas (continued) － 数据道德画布（续）我们的观点
•	 将笔记和行动措施文档化；
•	 与多个角色的人一同完成一组画布；
•	 注意小组的权力变动可能会影响练习；
•	 定期回顾结果和行动措施。

进一步探索：
https://theodi.org/wp-content/
uploads/2019/07/ODI-Data-Ethics-
Canvas-2019-05.pdf

由开放数据研究所制作，经《知识共享署
名——相同方式共享4.0公共许可协议英
国国际版》授权。

Data sources

Your reason for 
using data

Engaging with 
people

Limitations in 
data sources

Communicating 
your purpose

Openness and 
transparency

Sharing data 
with others

Positive effects 
on people

Ongoing 
implementation

Ethical and 
legislative context

Negative effects 
on people

Reviews and 
iterations

Rights around 
data sources

Minimising 
negative impact

Your actions

2019-05

Are you going to be sharing data with other 
organisations? If so, who? 

Are you planning to publish any of the data? 
Under what conditions?

What existing ethical codes apply to your sector 
or project? What legislation, policies, or other 
regulation shape how you use data? What 
requirements do they introduce?

Consider: the rule of law; human rights; data 
protection; IP and database rights; anti-
discrimination laws; and data sharing, policies, 
regulation and ethics codes/frameworks specific 
to sectors (eg health, employment, taxation).

How will ongoing data ethics issues be 
measured, monitored, discussed and actioned?

How often will your responses to this canvas be 
reviewed or updated? When?

What actions will you take before moving 
forward with this project? Which should take 
priority?

Who will be responsible for these actions, and 
who must be involved?

Will you openly publish your actions and 
answers to this canvas?

Where did you get the data from? Is it produced 
by an organisation or collected directly from 
individuals?

Was the data collected for this project or for 
another purpose? Do you have permission to 
use this data, or another basis on which you’re 
allowed to use it? What ongoing rights will the 
data source have?

Are there limitations that could influence your 
project’s outcomes? 

Consider:

 > bias in data collection, inclusion/exclusion, 
analysis, algorithms

 > gaps or omissions in data

 > provenance and data quality 

 > other issues affecting decisions, such as team 
composition

Name/describe your project’s key data sources, 
whether you’re collecting data yourself or 
accessing via third parties.

Is any personal data involved, or data that is 
otherwise sensitive?

What is your primary purpose for collecting and 
using data in this project? 

What are your main use cases? What is your 
business model?

Are you making things better for society? How 
and for whom?

Are you replacing another product or service as 
a result of this project? 

How can people engage with you about the 
project?

How can people correct information, appeal 
or request changes to the product/service? 
To what extent?

Are appeal mechanisms reasonable and well 
understood?

How open can you be about this project? 
Could you publish your methodology, metadata, 
datasets, code or impact measurements?

Can you ask peers for feedback on the project? 
How will you communicate it internally?

Will you publish your actions and answers to this 
canvas openly?

Are you routinely building in thoughts, ideas 
and considerations of people affected in your 
project? How?

What information or training might be needed to 
help people understand data issues?

Are systems, processes and resources available 
for responding to data issues that arise in the 
long-term?

Do people understand your purpose – especially 
people who the data is about or who are 
impacted by its use?

How have you been communicating your 
purpose? Has this communication been clear?

How are you ensuring more vulnerable 
individuals or groups understand?

Which individuals, groups, demographics or 
organisations will be positively affected by this 
project? How?

How are you measuring and communicating 
positive impact? How could you increase it?

Who could be negatively affected by this project?

Could the way that data is collected, used or 
shared cause harm or expose individuals to risk 
of being re-identified? Could it be used to target, 
profile or prejudice people, or unfairly restrict 
access (eg exclusive arrangements)?

How are limitations and risks communicated to 
people? Consider: people who the data is about, 
people impacted by its use and organisations 
using the data.

What steps can you take to minimise harm?

How could you reduce any limitations in your 
data sources? How are you keeping personal and 
other sensitive information secure?

How are you measuring, reporting and acting on 
potential negative impacts of your project?

What benefits will these actions bring to your 
project?

theodi.org/tools  

Data Ethics Canvas

Open Data Institute #DataEthicsCanvas This text is licensed under a Creative Commons
Attribution-ShareAlike 4.0 UK. International Licence

工作原则
您可以从画布的任何地方开始，按照任何顺序完成 
章节。

1.	 在每个章节中，谨慎思考您的答案。有助于在便签纸
上做记录，并贴到对应的章节。

2.	 如果可以，与他人分享讨论您的想法；

 
3.	 完成画布后，列出后续步骤，确保每一项措施都有

人负责；

4.	 如果可以，更广泛地分享讨论的内容。
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跨专业团队每次活动1-2小时打开视角降低潜在风险

它是什么？
这是一套卡片，帮助您识别软件产品可能存在的各种风险。用探索家作比喻，风险区域就 
如同地形，设想您的产品或服务当前所处的情景，并搜寻前方可能出现的风险。它与 
Ethical OS 类似，所以对两种方法都应该尝试，并进行对比。

•	 用比喻和提示帮您识别产品可能存在的风险并找到可以采取的预防措施；
•	 可以在任何领域使用。

为何用它？
提出能够引发“风险识别以及应对措施”方面讨论的问题，鼓励进行常规风险之外的思考。

何时使用？可以在产品交付的任何阶段使用，但越早识别风险，越容易降低风险。

涉及哪些人？项目早期阶段涉及的重要利益相关者，但也可以在任何阶段与跨专业团队 
（两人以上）共同使用。

Ethical Explorer
－道德探测器
来源： Omidyar Network
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Ethical Explorer (continued) － 道德探测器（续）我们的观点

这套卡片是 Ethical OS 很好的迭代，就
如何使用它给予了更多指导。另外，该卡
片使用的比喻和隐喻非常恰当，鼓励使用
者就此话题展开探索。有关如何使用这些
卡片的各种举例，不管是个体行动还是团
队活动，都做了很好的引入。

Omidyar Network 与 Artefact 出品的
工具

进一步探索：
https://ethicalexplorer.org/
download/

工作原则
1.	 开始先做热身练习，让每个参与者单独

浏览一下卡片，然后与小组分享一个潜
在风险可能横跨一个或多个风险区域的
产品例子。

2.	 让参与者思考产品或服务可能落在哪个
风险区域中，选择其中的三个。

3.	 挑选出小组选中的最高优先级区域，根
据卡片背面的提示集思广益。

4.	 讨论结果，向小组提问“随着时间推移
它会怎么影响产品/服务？最有害的是
什么？”

5.	 通过记点投票决定如何优化选项：您
可能会问“哪个风险区域的有害影响最
大？哪个更容易改变？”

6.	 分组讨论缓解这些问题的方法以及这些
措施的具体执行步骤。

FO
LD

FO
LD

FO
LD

FO
LD

FO
LD FO

LD
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Senior 
stakeholders

它是什么？
Ethical OS 是形成一个公司及其产品和服务的策略、流程和价值观的工具。它与 
Ethical Explorer 相似，所以两种方法都应该尝试，并进行比较。 

它包括：

•	 八大风险区域检查表；
•	 让风险区域更加显著的十四个未来场景；
•	 在研讨会背景下使用风险区域和场景的说明；
•	 符合伦理道德技术的战略措施；
•	 自定义用例。

为何用它？
Ethical OS 是在探索或咨询阶段让主要利益相关者参与其中的最佳战略工具。

但它也可以用来：

•	 在任何阶段（即便是销售阶段）为项目做准备，明确关键问题，为不理想
的未来创建真实的场景；

•	 查阅现有解决方案，了解需要注意的风险区域。

Ethical OS
来源：奥米迪亚网络公司的技术和社会解决方案 

跨专业团队每次活动1-2小时打开视角降低潜在风险

< 返回方法列表
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工作原则
1.	 首先，选择你正研究的一项技术、产品或功能。

2.	 识别风险区域，找到与团队和所选技术最相关的各区域问题。先用检查表找到要向团队提出的问题。

3.	 通过这些问题启动团队或组织的内部对话。

4.	 问题：“我们如何开始纠偏，或降低这些风险？”

5.	 写下行动措施的优先级。这一阶段还需考虑以下问题：
•  最艰难或者最大的威胁；
•  有助于缓解威胁的策略；
•  推进之前所需要的帮助。

Ethical OS (continued) — Ethical OS（续）我们的观点
•	 将检查表植入在产品设计要求中；
•	 将优先问题提交至领导和顾问，寻求他

们的建议；
•	 将问题发布到论坛或者能被高度关注的

地方；
•	 收集资源，寻找周围精通您最高风险区

域问题的专家来提供意见；
•	 只要开始开发或者计划改变一项新产品

或服务的规格，应重新对照检查表。

进一步探索：
www.ethicalOS.org

EthicalOS is an initiative by the 
Omidyar Network’s Tech and 
Society Solutions Lab 

https://omidyar.com/responsible-
technology-2/

“When something of massive consequence happens that no one 
predicted, we often say it was simply unimaginable. But the truth is, 
nothing is impossible to imagine. When we say something was 
unimaginable, usually it means we failed to point our imagination in the 
right direction.” 

—Jane McGonigal, Institute for the Future

Remember: Don’t get caught up in 
whether a scenario is likely or even 
possible. Just pick one and go with it.

© 2018 Institute for the Future and Omidyar Network. (CC BY-NC-SA 4.0). SR-2005  |   ethicalOS.org 17

Addiction & 
the Dopamine 
Economy

Scenario 2:  Are you ready for a world in which …

Conversation bots have been trained to imitate specific 
people, using data sets collected from public social media 
posts. These bots are deployed across social media networks, 
email, and text messages in super-targeted, super-personalized 
propaganda campaigns. They are highly effective in changing 
opinions and driving action, as personalized messages 
appearing to be from real friends, family, and favorite celebrities 
are more influential than advertisements.

< 返回方法列表
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它是什么？
FMEA 是设计者和工程师用来设计、创建和运行更有弹性、更可靠系统的风险方法。它采用定
性描述和定量评分计算潜在故障的故障致命度和风险优先级（安全、隐私、可用性、性能、道
德），用于分析和预防风险，帮助在多个领域识别和预防故障。

为何用它？
人类不太善于应对潜在的灾难，对于思考我们设计的东西会怎样发生故障也不太有想法。FMEA 
程序可以通过明确所有潜在“不好”的结果和潜在故障提供帮助，帮我们明确各种故障可能发
生的方式，以达到预防的目的。

何时使用？开发产品或服务概念以及需要做出改变或决策的时候。初始运行需要4-8小时，更新
需要大约2小时。难度中等到困难（需要具有经验的引导者）。

涉及哪些人？整个团队（技术、设计、BA、QA、中小企业）；三到六个人最理想，但不超过 
六个人。

Failure Modes &  
Effects Analysis
－ 故障模式和效应分析
来源：美国质量学会（ASQ）

Failure S P D RPN

System reminds a user of a 
now-deceased relative

3 2 7 42

System recommends a car 
advertisement to someone 
who does not drive

2 5 3 30

System raises interest rates 
on user based on automated 
credit scoring algorithm

5 3 1 15

跨专业团队每次活动1-2小时降低潜在风险

< 返回方法列表

26 © 2021 Thoughtworks



27© 2021 Thoughtworks

工作原则
1.	 定义潜在故障模式——描述系统会以何种方式发生故障。

2.	 了解故障的后果——即故障对用户的影响。

3.	 找到可能的原因和级别——故障发生的可能原理、故障的可能性和可检测性或者原因。

4.	 评估风险危急性和优先级——找到适当的设计和控制措施减轻或预防故障的发生。

•	 可用Mural一类的电子画板画布和Google Docs工作表完成；
•	 部分了解系统的整体风险状况；
•	 通过提示和示例促进过程中每一步的思考，这很重要。

Failure Modes & Effects Analysis (continued) — 故障模式和效应分析（续）我们的观点
这是源于工程行业的一种普遍方法，
遵循了许多其他工具（如Agile Threat 
Modelling）的一般原则。

虽然核心原则是优势，但需要根据自身程
序和背景进一步调整以适应工作。工具和
模板都有，但在软件环境下工作需要更新
语言。

进一步探索：
https://asq.org/quality-resources/
fmea 提供了可下载资源、详细指南和示
例。

美国武装部队原创，后由美国国家航空航
天局（NASA）制作使用——该方法现由美
国质量学会支持。

Failure S P D RPN
System reminds a user of a 
now-deceased relative

3 2 7 42

System recommends a car 
advertisement to someone 
who does not drive

2 5 3 30

System raises interest rates 
on user based on automated 
credit scoring algorithm

5 3 1 15
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它是什么？
Flourishing Business Model Canvas 是 Business Model Canvas 的延
伸。它拓宽了一项业务、产品或服务的探讨内容，不仅包括可行性、生存
力和需求性，还考虑了经济、社会和环境问题。

它通过十六个问题，促进了各利益相关者和价值观之间的协调——就关键
战略决策达成一致，并创建了一种通用语言。

为何用它？
•	 在评估新的业务、产品或服务机遇时，了解更广泛的经济、社会和环

境影响；

Flourishing 
Business Model 
Canvas － 繁荣
商业模型画布
来源：Flourishing Enterprise Institute 

分析利益相关者的
价值

Senior 
stakeholders

•	 如果您比较适应使用Business Model Canvases，那么这种画布稍微复杂一些，
因为涉及范围更广泛。

何时？项目或产品生命周期早期阶段。

涉及到谁？参与人的数量高度取决于复杂程度和可能受影响的潜在利益相关者。应该
咨询国内外利益相关者，比如客户、社区和环保组织。

每次活动1-2小时打开视角

< 返回方法列表
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工作原则
该工具的使用方法与 Business Model Canvas 类似，它不仅帮助人们把事做好，还要把事做对。

•	 在两到三个小时的合作研讨会中即可初步完成画布。然后通过精益实验和利益相关者持续验证不断演变；
•	 它作为一个关键工具快速制作原型并迭代业务模式；
•	 它允许公司从自身的核心价值观出发，努力成为成功的企业家，然后让他们设计测试潜在模式。

这篇博客帖子介绍了 Dear Green Coffee的Flourishing Business Model 实践案例研究。

Flourishing Business Canvas 由“繁荣企业家创新工具项目”团队成员创建。 © Antony Upward / Edward James Consulting Ltd.， 2014年所
有权利保留。 www.FlourishingBusiness.org  图片使用已经授权。如欲使用画布，请联系他们获得授权。研讨会照片所有权 © Holonomics， 
www.holonomics.co。

Flourishing Business Model Canvas (continued) － 繁荣商业模型画布（续）

来自 Holonomics 的 Simon Robinson和Maria Moraes 
Robinson 正与巴西的能源部门高管制定新的繁荣业务模式。

< 返回方法列表

我们的观点
Flourishing Business Model Canvas 提
供了一种有用的工具帮助全面思考潜在经
济、社会和环境影响。发现并邀请所有受
影响的利益相关者验证自己的思想可能是
这种方法最困难的一部分。

进一步探索：
http://www.flourishingbusiness.org/
the-toolkit-flourishing-business-
canvas/
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它是什么？
InterpretML 是一个让利益相关者了解和解释机器学习模型预测结果
的开源库。其目的是打消利益相关者必须在模型预测能力与可解释性
之间作出取舍的固有印象。除了创建全新、透明的模型，它还提供了
先进方法以阐明已有模型的行为（这些方法优于 LIME 和 SHAP ）。

InterpretML 的能力：

•	 创建可解释的透明的“玻璃盒”式模型，这些模型甚至允许领
域专家直接编辑；

•	 用户还可以引入自己的黑盒模型，开展事后可解释性分析；
•	 解释模型的整体（全域）行为和单个（本地）预测行为；
•	 下钻至预测子集，开展反事实（假设分析）实验；
•	 与补充框架一起使用，以达到公平AI目标，比如 Fairlearn 和 

AIF360 。

InterpretML
来源： Microsoft Research 

为何用它？
对开发者和数据科学家而言，机器学习可解释性对调试模型、确保负责任预测甚至防止对
抗攻击至关重要。对管理层和监管者而言，这些工具可以帮助阐明产品可信度，支持合规
性审计。

何时使用？对高风险应用非常重要（比如涉及安全或者会影响社会不公的应用）

涉及哪些人？有Python知识和数据背景的团队成员。 

InterpretML: Local Explanation

InterpretML: Explainable Boosting Machine (EBM) analysis

跨专业团队每次活动1-2小时降低潜在风险
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工作原则
1.	 遵循 InterpretML 的入门指南。

2.	 考虑从 InterpretML 的玻璃盒模型，如可解释增强机（EBM）开始。部分基准已经证明，EBM 甚至可以媲美颇受
欢迎的高性能模型，比如 XGBoost！

3.	 或者，引入自己的任意模型，运行事后黑盒解释器 （比如SHAP Kernel解释器）分析模型行为。

4.	 分析本地和全域解释。

5.	 用 InterpretML 面板交互性开展假设调查，编辑数据点，让新结果和解释形象化。 

Interpret ML (continued) — Interpret ML（续）我们的观点
InterpretML 让负责任 AI 更加便捷，利益
相关者无需掌握先进的统计学知识便可以
理解，同时又保持了技术的严密性。我们
特别希望看到现代玻璃盒模型走到前列，
希望 AI 性能和可解释性不再完全对立。

由于可解释性可能关系到公平问题，我们
建议增加分析的深度，甚至在适用的情况
下整合公平框架，如 Fairlearn ，从算法
上缓解不公平性。 

互补工具：Fairlearn、 IBM AI Fairness 
360、 PRESC、 Google What-If Tool

进一步探索：
https://interpret.ml

InterpretML 受到微软公司 MIT License 授权。

分析和图片基于 Dua, D.和Graff, C.的成人收入数据库（2019年）。UCI机器学习库 [http://archive.ics.uci.edu/ml]加州尔湾：加州大学信息与计算
机科学学院

InterpretML：调查一项功能的影响（这个例子中的“资本收益”） 用于预测个人收入。每条规则自动呈现数据样本的
比例。

< 返回方法列表
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Senior 
stakeholders

Up to 4 hours 
initially

Materiality Matrix Assessment
－重要性矩阵评估
它是什么？
重要性是发现对公司和利益相关者至关重要的社会、经济、环境问题的一个原则。重
要性矩阵有助于具像化重要性评估结果和见解。

组织矩阵的一种常见方法就是绘制经济、社会和环境主题图表，思考它们对外部利益
相关者的重要性以及对企业的影响（内部利益相关者）。

为何用它？
这项练习旨在引导利益相关者了解特定经济、环境和社会问题对他们的重要性。然后
用所获得的见解指导其策略和交流，从而讲述更有意义的可持续性故事。

何时使用？在新项目或产品开始时使用非常有价值，也可以用于反复评估，比如季度
或年度评估。

涉及哪些人？利益相关者和内部跨专业团队。

帮助全面概括企业在经济、社会和环境方面的影响。

8 
 

Appendix 

Exhibit A: Materiality Matrix from UPS 

 

 

 

 

 

 

 

 

 

 

UPS Materiality Matrix

跨专业团队
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工作原则
1.	 明确能就公司可持续性战略提供有意义见解的内外部利益相关者。

2.	 确定并优化想用的可持续发展指标。比如经济（利润、收益、公司营业额）、社会（劳工统计、社区影响）和环
境（耗水量和废弃物管理）。

3.	 设计重要性调查。利益相关者用数值表评定各可持续发展指标的重要性和影响力（如1-5或者1-10）。

4.	 启动调查，开始征集见解。

5.	 基于调查响应结果创建重要性矩阵。

6.	 分享您的结果并将您的见解付诸行动。

Materiality Matrix Assessment (continued) － 重要性矩阵评估（续）我们的观点
当公司能从内外利益相关者都获取见解时，
该工具是最有价值的，因此需要制定一份名
单，包含能给公司可持续性战略提供有意义
见解的利益相关者团体，兼顾内部联系人 
（行政领导、区域经理和雇员）和外部联系
人（贸易协会、关键客户、非政府组织），
有助于评估价值链上的各种观点。

进一步探索：
可用详细指南

https://us.anteagroup.com/en-us/
blog/7-basic-steps-conducting-
successful-materiality-assessment

https://www.stern.nyu.edu/sites/
default/files/assets/documents/
ternCSBSustainabilityMateriality 
_2019_0.pdf

Nestlé 重要性矩阵

8Creating Shared Value and Sustainability Report 2020 AppendixGRI IndexResponsible sourcing Human rights and the UNGPRFOur material issues and the SDGs

Focusing on our 
material issues 
We conduct a formal materiality analysis 
every other year to ensure we prioritize the 
issues that have the biggest impact on the 
economy, society and the environment, and 
that matter most to our stakeholders.

The materiality process
Our comprehensive materiality analysis is carried 
out every two years. This helps us to identify the 
economic, social and environmental issues that 
matter most to our business and our stakeholders. 
Conducting a thorough analysis in this way not 
only helps identify issues to be covered in our 
reporting but also supports decisions on where to 
focus internal resources.

Our 2020 materiality assessment
In 2020, we strengthened our materiality process 
when we fully integrated the assessment with 
Nestlé’s Enterprise Risk Management process. The 
move ensured that wider sustainability issues were 
incorporated into the risks and opportunities being 
considered across the company. 

The assessment was undertaken by an 
independent third party to ensure complete 
confidentiality and impartially. It was co-led 
internally by Public Affairs and Group Risk 
Management. After a research and planning 
stage, 72 key internal and external stakeholders 
were interviewed and asked to score issues by 
importance to them. 

The final results were plotted on a materiality matrix 
(see below) with their position relative to the degree 
of stakeholder interest and potential business 
impact. Although these are the material issues 
facing our business, they should not be viewed 
in isolation. They are increasingly interconnected 
and can often impact each other. That is why we 
are moving more toward an integrated, holistic 
approach to managing sustainability.

See the definitions of our material issues and  
how they map across our value chain.

CommunitiesPeople and pets Maximizing long-term valuePlanet

Animal welfare

Biodiversity

Cyber security
Acquisitions and investments

Zero waste

Diversity and inclusivity

Accessible nutrition

Data privacy

Human rights

Responsible sourcing

Bottled water and water stewardship

Retailer relationships

Geo-political and economic context

Product regulation/taxation

Responsible marketing 
and brand communication

Business ethics

Community relations

Talent attraction and retention

Climate and decarbonization

Changing consumer behaviors
Product packaging and plastic

Innovative business models

Digital and technology

Nutritional value of portfolio

Competitiveness and productivity

Product quality and safety

MajorSignificantModerateNegligible

Impact on Nestlé’s success – internal stakeholders
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Nestlé materiality matrix

Pension management
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Senior 
stakeholders

它是什么？
负责任策略包含了七个问题用于作为制定决策和确立目标的起点，这七个问题促使组织、团队或
产品行为更加接近想要秉持的价值观。通过将价值观转换成原则和可评估的KPI，反复确认意外结
果，有助于推动价值观成为现实。

这是一份有用的调查问卷，可以为 Lean Value Tree 或 OKR 等其他方法开拓基本构建单元。

为何用它？
了解、清晰表达并致力于组织的价值观是更好地进行企业规划和制定更负责任指标的第一步。这
些原则和KPI为组织内人员提供了他们对所造产品的集体责任指南。

何时使用？项目开始阶段（比如加入一般愿景和使命会议）

涉及哪些人？团队和管理层。

作为做出决策和制定目标的起点，以更贴近组织和/或项目希望秉持的价值观

Responsible Strategy
－负责任策略
来源：Doteveryone（现开放数据研究院）

Your vision and purpose is the compass for your 
organisation. The next step is to provide a guide 
for the collective responsibility of those within 
the organisation for the products they put into 
the world.  

Responsible Digital Metrics

Does your vision, purpose or values help you to 
articulate the intended consequence of a product? 

What are the unintended consequences of your vision, 
purpose, or values as they steer your product 
decisions? (if you decide to take an action based on your 
values, what else might happen as a result?) 

From what you’ve identified above, can you turn your 
values into clear guiding principles for your product(s)?

How do you want people in your organisation to do this? 
(what are the responsibilities of your teams?)

What would success of this principle look like? (If your 
product does this, what do you want the result to be?)

How will you measure this? (What is the KPI of a 
successful product principle implementation?)

Principles provide a framework for decision making at all levels 
in an organisation. They reflect a company’s beliefs, values, and 
overall vision. For principles to become real, they need to 
ultimately translate into KPIs that help you to measure if you 
are accomplishing your vision according to your values. 

1

2

3

TECHTRANSFORMED

Responsible Strategy

Understanding, clearly articulating, and 
committing to your organisational values is the 
first step to better business planning and more 
responsible metrics. 

What do you value most? 
Start internally, and pragmatically. This might be your craft, your ability to innovate, 
your colleagues and collaborators, the investment, or the opportunity you have.    

And externally, what do you work the hardest to maintain? This might be trust, 
sustainability, reliability, or security. Or it might be reputation, profit margin,  
or pipeline. 

How do these translate into values for your organisation that you can tell  
stories around? 

What behaviours do you value? 
What are the adjectives that describe the ways you or your team achieve things  
when you’re at your best? 

What do you look for and champion in others? 

Who do you value most? 
Who is most important to you — is it your shareholders, investors or stakeholders, 
your workforce, your customers or your clients? 

If it’s your customers or clients, then be specific about which segment: is it the most 
vulnerable, the most engaged, or the most profitable? 

When you need to compromise, who do you feel comfortable benefitting, and who 
do you feel comfortable disadvantaging? 

What value do you create? 
If you know what you value, and who you value, then you need to ask what benefit 
you provide to those people. 

Below are questions that can be used as a starting point for 
decision-making and objective setting that will move your 
organisational, team or product behaviour closer to the 
values you want to uphold.

TECHTRANSFORMED

TECHTRANSFORMED

by: doteveryone

Start with values

跨专业团队每次活动1-2小时
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工作原则
1.	 最有可能融入创始阶段；

2.	 实施一对一面谈或者给团队布置“家庭
作业”；

3.	 在团队会议中收集并归纳结论；

4.	 以透明的方式推动进一步探索，并对其
进行文档化记录，以支持决策；

5.	 在项目中途进行审查。

Responsible Strategy (continued) － 负责任策略（续）我们的观点
•	 深入了解组织的根本原则和价值观；
•	 充当进一步推进的开拓者；
•	 确定能够反映从愿景到价值观进程的

KPI；
•	 最好尽早使用，最好有关键利益相关者

的参与；
•	 请注意，开放式问题的格式应该规整 

扼要。

进一步探索：
问题表：https://www.tech-
transformed.com/download/1008/

请检查您的价值观和指标 
https://www.tech-transformed.com/
strategy/

Doteveryone制作（现由开放数据研究院
保存）。

署名——非商用相同方式共享4.0公共许可
协议国际版（CC BY-NC-SA 4.0）

Your vision and purpose is the compass for your 
organisation. The next step is to provide a guide 
for the collective responsibility of those within 
the organisation for the products they put into 
the world.  

Responsible Digital Metrics

Does your vision, purpose or values help you to 
articulate the intended consequence of a product? 

What are the unintended consequences of your vision, 
purpose, or values as they steer your product 
decisions? (if you decide to take an action based on your 
values, what else might happen as a result?) 

From what you’ve identified above, can you turn your 
values into clear guiding principles for your product(s)?

How do you want people in your organisation to do this? 
(what are the responsibilities of your teams?)

What would success of this principle look like? (If your 
product does this, what do you want the result to be?)

How will you measure this? (What is the KPI of a 
successful product principle implementation?)

Principles provide a framework for decision making at all levels 
in an organisation. They reflect a company’s beliefs, values, and 
overall vision. For principles to become real, they need to 
ultimately translate into KPIs that help you to measure if you 
are accomplishing your vision according to your values. 

1

2

3

TECHTRANSFORMED

Responsible Strategy

Understanding, clearly articulating, and 
committing to your organisational values is the 
first step to better business planning and more 
responsible metrics. 

What do you value most? 
Start internally, and pragmatically. This might be your craft, your ability to innovate, 
your colleagues and collaborators, the investment, or the opportunity you have.    

And externally, what do you work the hardest to maintain? This might be trust, 
sustainability, reliability, or security. Or it might be reputation, profit margin,  
or pipeline. 

How do these translate into values for your organisation that you can tell  
stories around? 

What behaviours do you value? 
What are the adjectives that describe the ways you or your team achieve things  
when you’re at your best? 

What do you look for and champion in others? 

Who do you value most? 
Who is most important to you — is it your shareholders, investors or stakeholders, 
your workforce, your customers or your clients? 

If it’s your customers or clients, then be specific about which segment: is it the most 
vulnerable, the most engaged, or the most profitable? 

When you need to compromise, who do you feel comfortable benefitting, and who 
do you feel comfortable disadvantaging? 

What value do you create? 
If you know what you value, and who you value, then you need to ask what benefit 
you provide to those people. 

Below are questions that can be used as a starting point for 
decision-making and objective setting that will move your 
organisational, team or product behaviour closer to the 
values you want to uphold.

TECHTRANSFORMED
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它是什么？
技术塔罗牌是一种头脑风暴练习，以鼓励创作者思考技术和产品可能产生的真实
结果，这些成果既有意外的结果也有可以积极改变的机遇。每张卡片包含一个冲
突性提问，涵盖类似以下主题：

用途。您的产品将怎样影响文化习惯和关系？您的产品将以哪些您没有考虑过的
方式（或者被哪些您没有考虑过的人）使用？

公平和使用权。哪些用户被排除在外？他们的体验会是怎样的？
Scale and disruption. What would using your product ‘too much’ look  
like? What would you change if your client was Mother Nature?

为何用它？
拓展您对您的产品/技术不同维度的思考，推动团队做出有意识的决策。

何时使用？最好的时机是产品构思的早期阶段（比如创始时），也可以在“初
始”和“概要”阶段使用。

涉及哪些人？整个团队——包括利益相关者。

Tarot Cards of Tech
－技术塔罗牌
来源： Artefact

S C A N D A L
T H E

SCANDAL
T H E

What’s the worst headline 
about your product you 

can imagine?
What about your business model 

would concern users most?

In what scenarios could your product 
cause harm or endanger people?

If your product was used entirely 
opposite of how it’s intended, what 

does that look like?

S I R E N
T H E

S I R E N
T H E

What would using
your product "too much" 

look like?
How does your product encourage 
users to engage, and how does it 

make it easy to disconnect?

How does your product respect 
people’s boundaries and the other 

parts of their lives?

In what situations might it be 
inappropriate or distracting to

use your product?

F O R G O T T E N
T H E

F O R G O T T E N
T H E

When you picture your 
user base, who is 

excluded? If they used 
your product, what would 
their experience be like?

Whose perspective is missing
from product development? 

Pretend the opposite of your 
assumptions about your core user
are true—how does that change

your product?

F O R G O T T E N
T H E

F O R G O T T E N
T H E

When you picture your 
user base, who is 

excluded? If they used 
your product, what would 
their experience be like?

Whose perspective is missing
from product development? 

Pretend the opposite of your 
assumptions about your core user
are true—how does that change

your product?

F O R G O T T E N
T H E

F O R G O T T E N
T H E

When you picture your 
user base, who is 

excluded? If they used 
your product, what would 
their experience be like?

Whose perspective is missing
from product development? 

Pretend the opposite of your 
assumptions about your core user
are true—how does that change

your product?

S M A S H  H I T
T H E

SMASH H IT
T H E

What happens when
100 million people use 

your product?
What would mass scale usage of

your product reveal or cause?

How might a community change if 80%
of residents used your product?

 
How could habits and norms change?

B F F s
T H E

B F F s
T H E

If two friends use your 
product, how could it 

enhance or detract from 
their relationship?

How does your product
change or create new ways for

people to interact?

Does your product fill or change
a role previously filled by a person?

S E R V I C E  D O G
T H E

S E R V I C E  D O G
T H E

If your product was 
entirely dedicated to 
empowering the lives

of an underserved 
population, what kind of 
impact could you make?

Who could your product most
directly benefit outside of your 

targeted users?

How would your product
change to better serve them?

RADIO STAR
T H E

Who or what
disappears if your 

product is successful?
Who loses their job?

What other products or services
are replaced?

What industries, institutions or
policies would be affected?

R A D I O  S T A R
T H E

S U P E R F A N
T H E

S U P E R FA N
T H E

How would a community 
of your most passionate 

users behave?
What “rules of engagement” does 

your product rely on, and how might 
these be subverted?

In what ways might the community be 
an asset? In what ways might it 

become a liability?

If your product involves discourse, 
what does positive and negative 

communication look like?

C A T A L Y S T
T H E

C ATA LY S T
T H E

How might cultural 
habits change how your 

product is used? And 
how might your product 
change cultural habits?

What context would an alien
from outer space need to use or 

understand your product?

What social norms, etiquette
or traditions could change because

of your product?

MOTHER NATURE

If the environment was 
your client, how would 
your product change?

What feedback would
the environment give about

your product?

What is the most
unsustainable behavior your

product encourages?

M O T H E R  N A T U R E

B I G  B A D  WO L F
T H E

What could a
"bad actor" do with

your product?
What would predatory and 

exploitative behavior look like
with your product?

What product features are most 
vulnerable to manipulation?

Who could be targeted with
your product?

B I G  B A D  W O L F
T H E

B A C K S T A B B E R
T H E

B A C K S TA B B E R
T H E

What could cause
people to lose trust in 

your product?
What could make people feel

unsafe or exposed?

What mechanisms are in place
for listening to your users?

How will you recognize larger
patterns in feedback so that action

can be taken?

跨专业团队每次活动1-2小时打开视角
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我们的观点
这完全可能是一次简短的会议，卡片中包
含各种各样的冲突性提问。有时卡片帮助
大家更清晰、更充分的参与讨论。需要在
使用时保证“最坏情况”和“良好机遇”
之间的平衡——尽管“暗算他人者”等“
邪恶”卡片似乎能激发更多思考和讨论。

进一步探索：
（卡片可以获取。） 
http://tarotcardsoftech.
artefactgroup.com/

Artefact制作。

工作原则
这是一种头脑风暴练习，旨在激发讨论，让团队从更宏观、更长远的角度思考他们制作的产品。

1.	 下载并打印卡片；

2.	 分成小组——按主题将卡片分发给小组；

3.	 选择一张卡片，读给小组——卡片包含一个冲突性提问，帮助团队从不同的视角看待产品；

4.	 讨论卡片上的问题，做好笔记（以便回顾）；

5.	 与更广泛的团队分享，记录讨论得出的一切行动措施。

您可以考虑:

•	 分成小组，进行回顾讨论；
•	 根据讨论结果制定行动计划；
•	 挑选最相关的卡片进行深度研究。

如何应用？

•	 在设计或者角色创作过程中；
•	 对于策略或新点子，特别适用于设计冲刺阶段；
•	 集思广益发现负面结果；
•	 跳出来思考/与众不同；
•	 留意盲点；
•	 发现极端例子/行为 

Tarot Cards of Tech (continued) － 技术塔罗牌（续）

Workshop at the Humane Tech Berlin Group
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Unintended  
Consequences
－意外结果

它是什么？
在这一工作坊中，团队测试新技术是否会产生意外结果，并在此基础上激发潜在的商业机遇。工作
坊从建立“意外结果”的观念出发，驱动新点子产生。它看起来超出了对新技术的一般理解，激励
参与者去发现意外潜力以及加以利用。例如，Instagram是为智能手机创建的虚拟相册，但通过用
户之间的联结，它有潜力产生更深的影响，比如参与悲伤和治愈的过程，正如近期 这位丧偶作家展
示的例子 。

为何用它？
本工具用于演示当产品的建立没有考虑负责任机制时会发生什么事。本工具将说服您的团队思考伦
理道德问题，建立紧迫感，考虑解决方案的潜在问题，让伦理道德成为组织的优先考虑点。

来源： Hyper Island

跨专业团队每次活动1-2小时打开视角
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我们的观点
•	 举行这个工作坊，揭示您的新商业计划

或点子可能存在的一些后果；
•	 为此，分两步走，先大略列出新技术或

业务，然后向团队解释您的解决方案，
包括已经发现的挑战；

•	 工作坊结束后，会呈现很多关于技术或
业务如何给社会造成潜在伤害的模式。
参与者一般都审慎思考过他们的新商业
模型，但没有考虑这些新商业模型的意
外结果。由于激发这种讨论的工具不
多，特别是与商业模型有关的工具，所
以这是一个很大的优势。

进一步探索：
http://toolbox.hyperisland.com/
unintended-consequences

Hyper Island制作。

工作原则
1.	 将团队分成三至五人小组。分享几例与技术意外结果相关的例子，进而阐述活动的目的。

2.	 给小组五分钟时间，制定一份清单，至少包含五种新技术或者业务，比如Netflix、Instagram、Google Maps等。
为了增加挑战性，让参与者只列出除了自己以外人们广泛使用的技术。把它们写在便利贴上（每张便利贴写一
项）。

3.	 接着，让参与者集思广益：对每一种新技术或业务，他们应推测出至少三种意外结果。比如，Netflix本来只是一
种简单便捷的流媒体服务，但它会导致“刷剧”等新行为。鼓励参与者的创意思考，强调问题没有正确答案。让
他们将答案写在便利贴上（每张便利贴写一项）。10分钟后，让每个小组分享他们的想法。

4.	 每个小组对每种意外结果给出新的商业模型建议。比如Neflix可以创造一种新的商业模型，用户只能每天免费看一
集电视，若要刷剧他们必须加价。构思时，应该欢迎所有主意，因为没有所谓的坏主意。12分钟后，小组集合并
分享他们最有趣的新商业模型。

5.	 让参与者仔细思考最意外且最可行的新商业模型，并给出理由。也可以思考这次练习教会他们有关构思和新商业
模型的哪些内容。

Unintended Consequences (continued) － 意外结果（续）

< 返回方法列表
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继续负责任 
技术之旅
我们没有深入探讨的方法还有很多。
下面我们举一些例子。
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前景光明的方法
对立思考
大部分伦理道德实践都将导致竞争价值之间的矛盾。这些对立（有时候也称为棘手问题、复杂问
题、窘境、悖论、矛盾）不能被当作传统“问题”来解决，即弄清哪个选项是“解决方案”，然后
加以实施。相反，需采用“不同的”方式进行管理。九十年代巴里·约翰逊广泛推广的基于“对立
管理”的方法和观念模式可以解决这个问题。

进一步探索：
对立思考 *  Neesa Sweet对立映射简介
http://braidedrivergroup.com/wp-content/uploads/2011/04/Polarity-Thinking-
Overview.pdf

Barry Johnson (2014). Polarity Management: Identifying and Managing Unsolvable 
Problems. HRD Press.

对立思考实践——利用差异化进行创新，Coreative。
https://www.wearecocreative.com/pot-of-gold
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前景光明的方法
Humane Design Guide （人性化设计指南）
Center for Humane Technology的《人性化设计指南》探索了不剥削大众而是真正支持、服务大
众的技术构建方式。这个工作表可以帮你采取合理的步骤来设计一个更加人性化的产品，认识到对
人性更深层次的投入将会带来的更多收益。这个指南将引领你评估六种人类感官，帮你和团队采取
行动。工作表分两页，一页用来评估产品的当前状态，另一页用于构思。

当然，这份工作表并非是解决所有问题的灵丹妙药，人性化设计是一个重要领域，可以让人更清楚
地意识到我们想要以什么方式定义人类与技术的关系。

进一步探索：
https://humanetech.com/designguide/

Humane by Design (https://humanebydesign.com/) 提供了一个资源，在这一指南中，通过
那些专注用户福祉的模式来设计合乎伦理的人性化数字产品。
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前景光明的方法
思辨设计/激发试验 
对设计者来说，这个方法特别有趣。通常来说，设计和设计者是问题解决者，他们的关注点是让一个产品
更好、更漂亮，或让一个流程更高效，但是在这个方法论里，设计和设计者不是来解决问题，而是来提出
问题的。

在这里，设计的目的是想象一个完全不一样的未来，创造一个可体验的场景，帮助阐明（或展现）道德、
伦理、政治和审美问题。这个想法黑人男性会喜欢吗？白人女性呢？孩子或坐轮椅的人士呢？一个非常富
有的家庭或低收入家庭会怎么看待它？这个创新还会感动哪些人？ 

进一步探索：
https://uxplanet.org/can-speculative-design-make-ux-better-design-trend-4-4-
ce8d13148e5d
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前景光明的方法
分组
通常来说，分组是定性研究中的一个方法，这种方法可以减少研究者的假设前提、偏见、假定、理
论或之前经验带来的潜在有害影响。

这种方法也可以用在开发流程中。设计者和开发者可以像在架构决策记录（ADR）中那样，任何时
候，只要意识到他们自己的偏见可能影响到决策，就会把其记录下来。这个清单随后可以用于广泛
讨论，也可以用来检查和改变算法数据。

Explore further:
https://www.researchgate.net/publication/257924681_Bracketing_in_Qualitative_
Research
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前景光明的方法
参与式设计法
过往的案例大部分都是工具，不过参与式设计更像是一个方法和设计理念。这个方法的核心要点是让参
与者有更高的参与度—这不是简单地问参与者需要什么，在PD法中，用户是内容和流程的所有人。 在这
种认知里，用户就是专家，我们只是协调员，帮助用户寻找答案，最重要的一点是，用户在产品设计上
应该有更多权力。

进一步探索：
https://en.wikipedia.org/wiki/Participatory_design
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值得探索的其他新兴方法
这份指南并非是最终清单，会有越来越多的方法和工具涌现。如果对负责任技术和符合伦理道德技术感兴趣，可以通过 
探索下列更多工具和资源获得更深入的了解。

点击链接探索更多

•	AI Blindspot Cards ，MIT Media Lab —在规划、构建和部署AI产品时发现
盲点

•	AI Ethics Cards ，IDEO — 汇集了一系列问题、方法和样例，帮助跨专业团
队实现以人为本的理念

•	Bracketing in research — 通过定性研究减少可能干扰研究进程的潜在有
害影响

•	Ethics Canvas  ， ADAPT Centre for Digital Content Technology — 改编
于Alex Osterwalder的Business Model Canvas

•	Equity-Centered Community Design Field Guide  ，Creative Reaction 
Lab —重心在社区联合创造，以公平为核心的问题解决流程

•	Future Wheel ，Jerome C. Glenn — 对产品的非计划内方向或未预见影响
进行头脑风暴

•	Inverted Behaviour Model ，Katherine M. Zhou — 反转BJ Fogg的
Behaviour Model，设计意想不到的行为

•	Ethical and Rights-Based AI Approaches ， BKC for Internet & Society 
—概述了各种 AI原理和指导方针

•	Needs & Collateral ，Katherine M. Zhou — 帮助用户发现负面附带影响
和不想要的副作用

•	Privacy by Design ，Ann Cavoukian —呼吁在整个工程/设计流程的生命
周期中都要考虑隐私问题

•	Green Patterns: Helping Users Make More Sustainable Choices  
by Tim Frick

•	Systemic Design Framework by UK Design Council

46 负责任技术执行手册 © 2021 Thoughtworks

https://aiblindspot.media.mit.edu/
https://www.ideo.com/post/ai-ethics-collaborative-activities-for-designers
https://www.youtube.com/watch?v=4D8RSnX90yU
https://www.ethicscanvas.org/
https://www.creativereactionlab.com/our-approach
https://en.wikipedia.org/wiki/Futures_wheel
https://www.designethically.com/bj-fogg
https://cyber.harvard.edu/publication/2020/principled-ai
https://www.designethically.com/consideration-cards
https://medium.com/golden-data/what-is-privacy-by-design-pbd-9a3e4d96536a#:~:text=Privacy%20by%20design%20(PbD)%20is,business%20practices%2C%20and%20physical%20infrastructures.
https://www.mightybytes.com/blog/green-patterns-sustainable-user-choices/
https://www.designcouncil.org.uk/resources/guide/beyond-net-zero-systemic-design-approach


延伸阅读
下列在线资源提供了负责任技术和符合伦理道德技术领域的更多有价值洞察，其中
许多观点值得我们思考吸纳。

点击链接探索更多 

•	Ethical and Rights-Based AI Approaches ，BKC for Internet & 
Society ，对Ethical AI 方法进行了整体性概览

•	IEEE的 Ethically Aligned Design: Prioritizing Human Wellbeing 
with  Autonomous and Intelligent Systems

•	Guide to Responsible tech: How to Get Involved & Build a Better 
Tech Future by All Tech is Human

•	Teaching Responsible Computing Playbook ，火狐

•	The Business Case for AI Ethics by All Tech is Human

•	Ethical & Humane-Tech Reading List 概述

鸣谢
这份手册汇集了许多个人、组织和合作伙伴的成果、知识和专长，感谢你们。 

此外，我们还衷心感谢与我们反复讨论、测试，帮助我们增加和审核负责任技术工具和
相关文档的Thoughtworks同仁。这份手册是名副其实的许多人经验和智慧的结晶， 
衷心感谢你们！
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延伸对话

如果你已经尝试过这些工具中的任何一种，我们很想听听你的感
受。请给我们发送电子邮件，或使用表格来建议你认为我们应该
在这一手册中补充的其他方法。如果你需要一些帮助，或者有问
题需要解答，我们很乐意安排一个沟通，以更有针对性的方式帮
助你。

我们的目标是进一步支持和促进这一领域的成功。

通过电子邮件联系我们：
RTteam@Thoughtworks.com
使用此 表格 提交更多方法或工具。 
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