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INTRODUCTION

Eeta

THIS  BOOK  TAKES  MOU  THROU4H  THE ALAORITHM
FOR  AES - A SYMMETRIC kEY BASED ENCRYPTION —
PUBLISHED IN  NOVEMBRER 200!.

WE BRIEFLY TOUCH ON THE HISTORY A ook AT APPLICATION,
FOLLOWED B8Y THE ENCRYPTION & DECRMPTION ALADRITHM. THIS
$ JSUPPORTED B8Y AN EXPLANATION OF THE MATHEMATICS

THAT AOQES WITH IT.

THIS 300k ALSD A4AlVES bov A VIEW ON SOME OF
THE WEAKNESSESL N AES JIMPLEMENTATION AND wWHY
QUANTUM COMPUTERS MIAHT WNOT THREATEN AES SECURITY

PREREADS

ILLUSTRATED

AVIDES FROM

MOW TO TELL SECRETS E
THE STORY OF QVANTUM COMPUTINA THOVAHTWORKS

s



DATA ENCRYPTION  STANDARD -DR DEL- IS A SYMMETRIC
KE Y ACAORITHM TO ENCRMYPT DI4AITAL DATA

NIST. A0V ADOPTED DES AS A STANDARD IN THE  SEVENTIES

IS A &b BIT HMM  WHAT IF DES
ENCRUYPTION TOO ALSO HAS A
SMALL To b&E LECURE? BACLDOOR ?

Muﬁe);:
AN UNCCLASSIEIED PUBLICLY DISCLOSED ENCRYPTION ALADRITHM

CAPABLE OF PROTECTING SLENSITIVE AWOVEANMENT INFORMATIDN

WELL INTO THE NEXT CENTURY o
0.‘9“@3H‘ST/._

NATIDNAL INSTITUTE OF STANDARDS AND TECHNOLOAY - vS AOVT



THE COMPETITION

EFEICIENT?

et the gAmes

ot WA Frenrace 7
IS CANDIDATES
LOkINY  DFC i pprisH DEAL  cpcT. 266 elios E2
SAFER + .
FROG A RCé HPC
P LITNDAEL  CRYPTON SERPENT
28 PAPERS WITH COMMENTS
L == ?J = ___} e o
B = = Eh = = B | =
3 CONFERENCES
7 20 @
’./. .' L o@ | é

ryes Sewwr YRy

MANY  TECHNICAL CHALLENGES AND TWO RpOUNDS DF  YDTINA

LATER, THE RIJNDAE(L ALGDRITHM CAME T0 B8E (HOSEN As

THE ADVANCED ENCRYPTION STANDARD



RE AES IS USED

vsES A€S To PROTECT ToP SECRET INFOAMATION

THE NSA
AND NATIONAL SeCURITY SYSTEMS

HERE ARE A FEW EVER DAY INSTANCES OF ARES IN USeE

DATA |N STORAAE - UVSED BY APPLE  DeVICES
AND ON THE  CLOUD &Y 4004LE

DATA IN TRANSIT —~ AWS UVSE AES- 26 IN TLS
NETFLIX ¥OR VIDED STREAMIN 4

IN NETWORKS - THE SSL CERTIFICATION
e S e e S

WIFI  NETWORKS T THE WPAZ — WIFI PROTECTED ACCESS

VIRTUAL PERI\VWATE NETWORKS — FOR BROWSING, aAMINg
USED B8Y NORDVPN, EXPRESSVPN

MESSAAING  APPS — WHATS APP, SI4NR(, [ MESSAGE



ONTO THE
WORKINGS



HOW D0ES AES WORK?

WE USED SP NETWORK &

| =

DIFFUSION - (I1KE ANYV

£ - SVRSTITUTION
400H SECURE  CIPHER'! P - PERMUTATION

TO CREATE RITFNDAEL

—

CLAUDE JSHANNON
VINCENT RIJMEN JOAN JDAREMEN

AN S°P NETWORK CONTAINS ROUNDS 0F A REPEATED
SERIES OF MATHEMATICAL OPERATIONS

SURSTITUTION _/ PERMUTATION -

SWAP PLAIN TEXT PEARRANGE [MIX ELEMENTS



SOMETHING (I1kE THIS

HETe




HOW AES WOREKS

= —  BLoCk <$I2E
INPUT 128 BITS

KEY

192 BITS

blocks
KEY &I12€S ia& AT
2.(6 RI/TS

E— :

CIPHERTEXT



HOW A€ESL REALLY WORES
(PLAINTERT | — N BLOCKS

A
1
1
1
l
-
40> SUBKEY  (-4) bOR WEXT ROUND.
1
1
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Auick 0B8SERVATIONS

THE ENCRYPTION WORKS oOoN B8LOCKS 0F INPUT

EACH OF S[2€ 128 8ITS

IT  HAS SEVERA(L ROUNDS OF ENCRYPTION

000000

TME ALGORITHM 1S APPLIED ID TIMES

TMERE  APPEAR To BE  SEVERA(L KEYS *tOR EACH PROUND

3
\_»

ALL KEEMS ARE AENERATED BASED ON THE PREVIOUS KEY



ENCRYPTION
STEP BY STEP



THE PLAINTEXT
R

|

g ctan ja (fwriting

THE  PLAIN TEXT T0  ENCRYPT

1S STORED IN A $X% MATRIX

EACH CELL IN THE MATRIX 1S A BYTE

THE MATRIX HOLDS 16 BYTES

THIS IS ALSD REPRESENTED )N  HEXADECIMAL

THIS MATRIx ¢ THE B8LOCK

THE <&I12E  oF THE ROCk 1€ /28 BITS



THE SECRET KEY
| - :

IS CALLED THE STATE ARRAY

ADD SeCRET kEY TD PLAIN TEXT

THIS 1S AN XDR OPERATION

THE SECRET keY

HAS TO BE
AT LEAST 128 B8ITS

TO SIMPLIFY, WE CHOOSE & B8ITS IN OUR EXAMPLE

PLAINTEXT & ol 1 1ol |01 |1 ¢ @
SECRET EEY 19 010(0|1] |0|O|1 |]
RESULT ——— O| 110 L|D]| || O] O




PCAINTEXT @ SECRET KEY

State array

T0 MAKE THE  STATE  ARRAY

XOR EACH CORRESPDONDING CECL

6a ot |0 |1|0]| 1|0
T2 o [ | I 0 D | O
RESULT O 0 0 1 | O|0O| O ——l

nis 1S 18 IN  HEXADECIMA(



SURSTITUTE BYTES

SECRET KEY FOR THIS ROUND

BYTE SUBSTITUTION IS THE REPLACINA OF EACH
BYTE WITH ANOTHER UYLINA A LOOk VP TABLE

AS AIVEN IN THE NEXT PAa4E€

BEFORE SYBSTITUTION AFTER SUBSTITUTIDON



BoX

SUBSTITUTION

AES SUBSTITUTION TABLE Ackad RIINDAEL <S-BOK

Iﬂlmmlmmml

2d IN HEXADECIMAL 15 CONVERTED To d8



SHIFT ROWS

SECRET KEY FOR THIS ROUND

.
i :
) = 1 3 o | A; = =
| . | 3 / f ! B ! & | = ¥
v
§ = g . .v
i

SHIFT ROWS

SHIFTS THE ROWS  AS FOLLOWS

ROW | : UNCHANAED

ROW 2 . (CYCLICAL LEFT SHIFT B8Y | B8VTE
ROW 3 ; (CYCLICAL LEFT SHIFT B8Y 2 B8MYTES
ROW G . CYCLICAL LEFT SHIFT B84 3 BMTES

AETER <LUBSTITUTION &

SHIFT ROWCS
BEFORE SHIFT ROWS AFTER



MIX COLUMNS

SECRET KEY FOR THIS ROUND

SHIFT ROWS

L

MiIx COLUMNS

MULTIPLY THE INPUT STATE ARRAY 8y A
STANDARD MATRIX — WHICH I CONSTRUCTED
8Y A PATTERN DF CYCLICAL SHIETS

A STANDARD MATRIX INPUT STATE ARRAY
(DUTPUT OF SHIFT ROWS)



MATRIX MULTIPLICATION

IF Y0V  ARE  HAPPY TO ACCEPT THAT THERE [S A WAY TO
ARRIVE AT THE  ANSWER  WITHOUT KNOWIN4 THE

METHOD, SEIP THE NEXT FEW PAGES AND ON TO THE
KEY EXPANSION JSTEP

MOWEVER IF YOV  INSIST, STAY oN, AND WE wIitL WOREK

THROVAH THE SOLVUTION WITH SOME CONCEPTS IN
ABSTRACT AL4EBRA.

JULT KEEP ON TOP OF ADD, MULTIPLY , BINARY |HEXKADECIMAL
CONVERSION  AND  XOR.



THINGS TO
KNOW % REMEMBER




MATRICES

A MATRIX 1§ A 2-D ARRAY oF NUMBERS

2
[M] = THE ORDER OF THIS MATRIX 1S 2K 3
-2 5
2 ROWS X 3 (OLUMNS

ORDER OF MULTIPLICATION MATTERS

[+ [+] G 4] [

ORDERZ  OF THE MATRICES ALSO MATTERS
# COLUMNS  IN # ROWS N

EIRST MATRIX SECOND MATRIX

- EXAMP LE -
0'0+ 3e(7 0-‘ +3+(0

\l

84

L/




AROUP

O THINE OF A JSET O0F NUMBERS

/\MM
L -3,-2,-1,0,1 ,2,3,4 .,

‘ THIN E OF THE DPERATION ADDITION

© A0 ANM 2 ELEMENTS IN THE SET.
1€ THE RESULT ALREADY AN ELEMENT (N THE JS€T?

-3+5  6+T ﬁs

0020 THEY  ALL HAVE ADDITIVE [NVERSES?
- -9 9

IS THE RESULT SAME WHEN You ADD ELEMENTS

LIKE THIS = (a+5) +¢

ﬁs




RINQ

T REMEMBER  THE SET

NM
../-"3,...Z,-—,’ 0,1 y y, 3/ (l", . o

@ THINK OF THE OPERATION  MULTIPLICATION

@ c THE RESULT THE SAME  FOR  OPERATIONS

LIKE THIS  a +b  ,4b
OR  THIS b + & be O YES

[ THE PRODVCT OF ANY 2 A(LSDO AN ELEMENT [N
THE AROUP

—20 3 16 @9 YES

) 18 THE RESULT THE SAME WHEN VOU OISTRIBUTE
MULTIPLICATION OVER  ADDITION -  LIKE THIS ?

o e Cb-l'C) = a.b+ a-c

(b+c)-a = b-o + (&

YES

<

DON'T WORRY  IF MULTIPLICATION

DOES NOT HAVE AN [INVERSE IN THIS SET!




FIECD

FIND A FRESH EXAMP(E SET

RATIONA L NUMBERS - o 3 4
3 6 1
ANY NUMBER EXPRESSED AS
& 20 3¢ 0 5
A RATIO — ; S ] . "

RATIONAL NUMBERS HAVE INFINITE NUMBER OF ECLEME NTS-

THE ELEMENTS FULFILL THE RULES FOR Q@ b, C
IN THE FORM P aup 4, # 0

%.
J ADDITION

\/ ADDITIVE INVERSE
a+d = b t+a

(a+b)tc = a + (bt O A + (-a) =0
a+0 = 0 +4&

\/ MULTI(P(L{¢ATION

a.ob = bea A - Cb-fC) = (ﬁ-b>+ (a-C)

\/ DISTRIBUTIVE DVER <

AS wWELL A SR

\/MULTIPL(CATIVE INVERSE

a . (aj") s | where a2

CONARATVCATIONS | You HAVE JusT DEFINED A ®ELD [



FINITE FIELD

R FINITE FIELD IS ONE WITH FINITE NUMBER OF ELEMENTS

AN EXAMPLE ¢ THE SET OF ALL INTEAERS MODULOD 2

A FINITE FIELD IS ALSD CALLED A 4AALOIS ErELD

OTHER EXAMPLES OF FINITE FIEL DS

® INTEGERS MODULO PRIME NUMBER &F (P)
w
® INTE4ERS  MObULO  PowER OF PRIME NUMBER GF(p )

AR
WITH THE NUMBRER OF E(EMENTS = P



AACOIS FIECDS & AES

FOR AES, A veRY SPECIFIC &AALOIS FIELD IS |[NTERESTING

IT IS 4F (zse) = &F (z_')

GF(2) INDICATES THAT THE VALUVES ARE 0 AND |

THE POWER 8  CONVENIENTLY FITS IN A BYTE

olo] |

AIVINQ 26 COMBINATIONS

DPERATIONS “f= ®  ALONA WITH THEIR  INVERCES

AIVE RESULTS IN THE  SAME SET OF 256 ECEMENTS

THESE ELEMENTS CAN B8E WRITTEN AS  POLYNOMIA(LS

LET vs 00k AT ppLYNOMIALS AND  THEIR  OPERATIONS



POLYINOMIALS

A POLMNOMIAL 1S A MATHE MATICAL SENTENCE

VARIABLES
2 3 = SUBTRACT
'rowezs'@
OR
EXPONENTS
MULTIPLY
COEFEICIENTS . 3
OR L v
MULTIPIERS = s
CONSTANTS _f_:' "é__g
€x + 2 5 2 _ zr x*
*J = ZJ + 3 :']

2
r + Ax+ & 3x6--i.3¢t7+2’¢"53
5



POLYNOMIALS & BINARY NUMBERS

BINARY NUMBERS CAN BE WRITTEN IN  poLYNOMIAL FORM !

. e 5 Y 3 2
AL + A% + AX + AX + AX +4% + AN + [

FOR UNEKENOWN ¢, COEFFICIENT o s EiTHER 0 OrR 1

[DEC!MAL I' BINARY ] PPL‘!—NOMML

H / DO | D+0+1 — |
2 | 0] 0 | p +x+ 0 — o~ H
3 0/ ] | 0+ AL+ > oL +I |
4 | 100 | 2+ 0+0 —> A" |
5 101 | P40 41 =3 o 4 |
7 1] ] | x7'-+°x+!
10 1010 | w4 0 % HI




POCYNOMIACL OPERATIONS
+o] wmormon
et

1 = 11 X+ %+ 0000 0f(]
3 = 01l il 0000 0011 @
1" 0000 0/00

T = 1] x*+ o t ! :
T A |
%3-&.30"/"-,9(



IRREDVCIBLE POCYNOMIAL

LETC S$AY  WE ARE MULTIPLYINA

‘f

X'+ X +/

2
b 8

g 3 2
oA+ A + %

RESULT N BINARY IS oUER A BYTE

1S NOT AN ELEMENT IN &F (256)

I{olololoftfifofo

TO REDUVCE T 70 BUYTE SI2€E, THE C(ONVENTION IS TO

VSE THE IRREDVCIBLE POLYNDMIAL AND XDR THE Two.

<ol \
IRREDVCIBLE POLYNOMIAL Predefined
ot x e o+ algorithm
L
Pcvfo”"‘ =
BINARY  FORM modu LV
| 000! 101!/

[ 0000 10O
0001 1011 GB

0 000! 0111



WE ARE TRYINA TO PERFDRM  MATRIX MULTIPLICATION IN
ORDER TO DO MIX (COLUMNS AL AN ENCRYPTION STEP

¥l = 02:67 + p3.ad + O01+7C + O0OI-1}

ALL OPERATIONS  ARE  AALDIS [FINITE HELD ARITHMETIC

WE START B8Y CONVERTINAG ALL HEX TO BINARY

THEN, BINARY To  POLYNOMIAL TO D0 THE OPERATIONS




FINDIN4G Y

¥l = 02:67 + 03-.ad + 0/-7¢ + 0I-1}

02-.67 0000 0010« OIIO OI!

1]

v . (xé+ X4 o H A+ 1)

§: 40
+ X + + A + 2L

\!

03.-ad = 0000 00Il « 1010 (10]
1 (3 3 2
= @C+!>C)L+')C+7L+x + 1)
8 b 4 K G 2
= X+ X + L+ X + X+ X+ L+ |
~ g 2 s Y 3
- oL + +9C+9C+‘X-+x+x+’
ol- 7C = 0000 000/ o« O1I] 100
b s b
01-75b = 0000 0001 « o1l] 101l

b (s “ 3
!-(x+9c-rx+ L + X+

\

§)

IDENTICAL TERMS CANCEL OUVUT AS IT IS AN XO0KR.

v _ 8 (4 4 3 2
, = g 4+ X+ X+ FX



FINDINGQ 7%I-T/6

L :1+)L+x+x+x+x

Lofofrfr]r{t]rfo

¥

t)

IRREDVCIBLE = L{ololo|r|r|o]|!l]|I

POCYNOMIAL

oLl T[T T0]
THE TWO ' ﬂﬂﬂ..ﬂ.

2 mnﬂmm —> 37,o—a 25,

ad] 47 ]6f ) ca
i l

THAT'S HOW EACH VALVE 71 THROUAH %, IS CALCULATED



ADD SUBKEY

ADDINA4 A RODUNDKEY s

TO XOR WITH QuTpVUTS

oF PREVIOUS STEP

—

PLAIN TEXT
-+

FOR

' !
RESULTINAG

!

SUBSTITUTE BMTES

l

SHIFT ROWS

l

COLUMNS

/

(I-9) FOR WNEXT

SECRET KEY THIS

OUTPUT

Mi1X

Apn SUB KEY

—

ROUN D

ROUND

EACH PROUND NEEDS

A 128 BIT kEY.
WE ONLY (CHOOSE ONE
128 BIT SECRET KEV
my .cccrcl'/pa;s word
WHERE D0 THE OTHE R (O
O R ROoUND KEYS COME

SVUBKEYS

FROM 7



KEY EXPANSION

THE SECRET KEY 1€ VSED TOD AENERATE THE 10 OTHER

SUBKEYS  WNEEDED FOR EACH ROUND.

o o
O o o
O O o 0 O

THIS  PROCESS IS CALLED KEY EXPANSION

TREAT EACH

COLUMN A
A WORD

FOR THE 10 ROUNDS WE NEED 4 WORDS EACH
BASED ON WI, W2 W3 W& WE AENERATE (0 WORDS

WS W6 ---- Wkl



FINDING SUBEEY |

VSE

W

THE

b  WorDS

EXPANDED anND

READY

THE FUNCTION @
°F£0M THE SECRET EEY

70 | 77 64 &

B - B

LOTATE BYTE POSITiONS
70 MAEKE A ROTWDRD

ot | ¢4 ¢

3| 72 73

78 | 44 ¥

USE THE WORD lv'—:r

or |t o | *
GHRERERRIE

SCICIDICIE OO 3 ORI G E T B
~:m:ﬁpqmpmm}ppmjmpmp}
oo [ e[ oo o e [P

el le s e =l

MAEE A ( SUB WOAD
FROM THE | ROTWORD

o FIMALLY  THE  ROUND CONSTANT TARLE

> Represen ts
each round
fontains &
63& in eaCh

column

suaworD) (D @D — -

ROUND |



THE FUNCTION @

FROM THE SECRET keY

e
e o [
DEEE
e e

vse THE WORD | ROTATE BYTE POSITIONS

m W B

R 73 (s i

T0 MAKE A ROTWORD

USE THE S - 80X s
07 [o#| 0| on | 0b|0c | Od| e] Of 7q | 73 65- 6d

¢s [30]or |67 26| e | 47]ad] 76
£0 |ad|dé|az|af|9¢c|ar| 72| c0
cc |3¢ |as|es| £2| 71 | d8| 31| 15
ez |eb|27|b2]| 75
b3 |21 e3|3f] &6
39| 4| 4c|58|cf

00| 01| 0z2|08|0%|0s
0063 | 7¢| 77| % |2 [¢b
10| ca| £2| 1| ™| fa| ST
20| 87 ¢ | 93|26 |36 |3
30[o%)| c1|2s|c3 18 |16
woloy | €3] 3c| sa| 25 ¢e
50|63 dr | 00|ed| o0 | £
D[do |ef [an|£h| u3|dd
70|51 |43 | 4o |8f| %2 [
gojcd | 0c | 33| cc|Sf |17
ao| 60| &1|ag |de | 22|2a
00| a0 | 32 | 3| 0a|49 |06 |2¢| 5c |c2|ds
0|er|ce|37|ed| oot|ds|ae|at |6c|se
Dl ba| 78| 25|2¢|2c | ab| b¢| c6 | et |dd
d0|70|3¢ | bS|66 |48 |08|£6| Oc | 41|35
ellel |#e |98 M | 69 |dT|8e| 9% |%5) e

Sclal| 89|od|bF |6 |uz| 68 | 4/]|%

|02
a0 |62]|3)
5b|éalch

8C |us| £
§5 | be

IT |ck|al
8¢ |46 ce

74 |50 3¢|9|al
sl sl b6 e 44 |3¢C
14 | de|5e |ob|db f

62| de|95 el 7Y
en | 65| Ta|ac| 02

e MALE A SUB WORD

e?|ce | 55[28| df
0f | 60| 64 |4b] 16

2lsi2iTIRIEIEIPIRIZIZINS

22 FF R R FIREES

FROM THE | ROTWORD

o FINALLY THE ROUND CONSTANT TARLE

zePrescnis
each rounnd

ontaing o

bybc in eACA

column

SUBWORD @ RI  —



THE NEXT & WORDS

FoLLOW THE SAME PROCESS TO MAKE ALL THE 10 SUBKEVYS



THE (AST ROUND

IF

LAST
ROUND

PLAINTEXT
+
SECRET KEY FOR THIS ROUND
RESULTINA OUTPUT <

l

SUBSTITUTE BYTES

l

SHIFT ROWS

l

Mix COLLUMNS

ADD  SuB KEY

(1-9) FOR WNEXT ROUND

v

SUBSTITUTION

l

SHIFT ROWS

)

® 4pp SUB KEY 10

l

EINA(L SECURE CIPHER TERT

THE CAST

ROUND DOES NOT INCLUDE

THE MIXCOLUMNS



CIPHER TERT



INVERSE $H1FT ROWS

————
CIPHER TERT

.‘-

SECRET KEY  FOR THIS ROUND

INVERSE SHIFT ROWS |

SHIFTS THE ROWS AS FOLLOWS

ROW ! > UNCHANARKED

ROW 2 . C€YCLICAL RIGHT SHIFT B8Y | B8YTE
ROW 3 . CYCLICAL RIGHT SHIFT B8Y 2 B8YTES
OwW G o CYCLICAL RIGHT SHIFT B84 3 B89TES




INVERSE SVBSTITUTE BYTES

MERE IS THE INVERSE - 80X LOOK OP

ool or o [o#]os]oe o oeox[oa] b oc oa ] o7
38 £5

00[ 52| 04 | 6a|ds| 30 (36 |as| 38 [bf|4olas| e | 2] f3]dr
10]7c | es | 3¢ ezz,c re| 87|34 | 8e| 43| 44 | c4 | de
A0(54 115 | 96| 32| ab|c2|23 | 3d |ee | 4e
30|08|2e |al 66| 28|dT|2¢| b2 | 76|56 a2| 49| 6d %i,_dz 2§
bo| 72| £8| 6. |64 | 86 (68|18 26 (A4 |at|5¢c [cc |5d]|6S|b6| 92
48 |50 | fd [ed [ bF| da [5e |15 |46 |57 [aT]
3

00 | &c. da 8
0f

{1 |41 af)|61|dc| ea 97 f2| cf|ce | 0
blac |74 |22 eT|ad|35| 85 |e2| £9| 37| e8| /c |15
sa|14|ad[29|cs| 80| of| bT| 42| 0 |aan]/8

o= | W
T lalc REE Rlaalec]s
S S O
BENOECEEE
X
N
_ts
)
(Y
we
<
()

-
S

S
o
S

(g
-~

7

N
o

S
“+

O o~
- o
-
SR
el

20
%
(& p N
N

S—
o

o ™

oQ
“
S
S
o™
2 TR AIRTRII S R T

A~

4~ Q. o S - -~3

823555283333

SBEERECHECH 8
oS o N Al O o

be
56 (3¢ |4b|c6 |d2|7T] 20
|dd [ag]33]| 88 [07|c7| 31
51 | ¢ b
el | 35 |4d|ae | 2a|£S| b0 29| 6/
17| 2b | 0% ba. 77(d6 | 26 _ 7d




INVERSE MIX COCLUMNS

——

[ CIPHER TERT

+

SECRET KEY FOR THIS ROUND |

l | |

s

}

INVERSE SHIFT ROWS
!

v

INVERSE SUBSTITUTE BYTES

L

INVERSE MIXx COLUMNS

— - S J

MULTIPLY  THE  INPUT STATE ARRAY 8y A
DIFFERENT STANDARD MATRIX —

ALSO A PATTERN OF CHCLICAL SHIFTS







UNBREAKLABLE ?

WITH R kEY SI2E OF 2

4 4

2
THE NUMBER OF PoSSIBLE COMBINATIONS 1S 2

OO0 EE O =D

WITH A& kEY Sf2e OF 3

d 44

3
THE NUMBER OF PogSIBLE COMRBINATIONS 1S 2

00 COCm WEOO0 OmO
HEEE HE[ EHEC EON



UNBREAKAB(LE ?

e S

THE NUMBER OF PoSSIBLE COMRBINATIONS 1S 2

B:,Jl' e e e I.JI.I.JF..!.JP.;i
360 282 3¢6 920 432 463 463 37¢ 407 43/ 768 21l ¢St

@Comd{ Untversity
ary(iv >cs > axXive 211200349
RQuantfum- ReSisfant C’Ul’nﬁmP’j
John Preup Mattcon 8en Emeefs, Evik Thormarlker

IT WOULD TAKE | BILLIDN CRYPTO4GRAPHICALLY RELEVANT
QUANTOM  COMPUTERS A MILLIDN JEARS OF UNINTERRVPTED
COMPUTATION TO0 FIND A REQVIRE)D AES-128 KEY



NIST VIEW ON AES

csrC. ncsé.go v/ ProJecfs/posf—iuan fum - CrJPijldpkg/fa 7/3

W W W e W e e e e seE R v s s w——— RV € 4‘1&

ol ol (omlon | GISRE | sl@lame]

REMEMBER 4ROVER'S ALAORITHM?

IT ALLOWS A AQUANTUM COMPUTER TO PERFORM A BRUTE LORCE
KEY SEARCH WwWITH FAR FEWER STEPS THAN A CLASSICACL QNE.

THE STEPL [N THIS ALGORITHM wWILL NEED TO BE DONE IN
A SEQUENCE RATHER THAN IN PARALLEC. THIs (¢ DIEEICULT

T0 ACHIEVE IN AROVER'S.

WE ARE STILL A WHILE AWAY FROM A REA(L THREAT FROM
A RUANTUM  LOMPUTER OVER 287 (0AICAL QUANTUM 4ATES.

TAKING THESE FEACTORS INTO ARCCOUNT, IT 16 QUITE CLIKLELY
THAT AROVERS ALADRITHM WILL HAVE C(TTLE OR NO
ADVANTARE IN ATTACKING AES.

AES 128 WILL REMAIN SECURE FOR DECADES TD COME,

AES (90 & AES d56 WILL BE SAFE FOR A VERY (ONA TIME.



CAVTION

THE  PAPERS AND INFp ARE BASED ON THE FACT THAT
THERE ARE NOT MET ANY IDENTIFIED VULNERABILITIES TO

EXPLOIT IN AES.

I

IT 18§ IN THE KEY- DISTRIBVUTION  AND EXTERNAL DEPENDENCIES
THAT MAYM  CAUSE WEAKNESS WITH THE ENCRYPTION

QUANTUM KEY DISTRIBUTION AS A CONCEPT ]S DISCUSSED
THE STORY OF RQUANTUM (OMPVUTINA . AN ILLVUSTRATED A4V!DE

ALICE
V’ﬁ SENDS
v 010"
6! POLARISED LIGHMT

WHICH ENCODES BITS
RANDOMLY

IN ONE
OF 2 0 0O
METHODS




MY REFERENCES

NIST- a0V - POST BUANTUM CRYPTOLRAPHY
RES  SPEC — CSRC.- NIST- 4oV fips-19T. /de
RUANTUM RESISTANT  _ auxiv-ord.- 2112.00391. f)df

CRYPTOARAPHY



