POST- QUANTUM
CRYPTOARAPHY




INTRODUCTION

WE  UNDERCTAND THE POTENTIAL 0F GQUANTUM  COMPUTERS TO
THREATEN THE SECYRITY  OF  (URRENT ENCRYPTION SCHEMES.

THE REACTION 70 THIS RISE 1S  THAT MUCH EFFORT HAS
BEEN PUT  INTO  CLASSICAL [NON-QUANTUM) ALADRITHMS
THAT ¢AN  RESIST AUANTUM  ATTACKS.

THE ILLUSTRATED 4VIDE TO POST RKRUVANTUM  CRYPTD4RAPRHY
DESCRIBES THE  NATURE DF THESE CLLASSICAL ALADRITHMS.

STARTING  FROM  wHY THIS NEEDS TO BE ARDDRESSED, WE
a0 ON TO EXPLORING A GHLOBAL COMPETITION TO IDENTIFY

SUITABLE ALAORITHMS.

FAR Top mMANY BRILLIANT MINDS HAVE CONTRIBUTED TO
THE RESEARCH T0O MENTIDN INDIVIDVALLY.

ONCE WE VE COVERED THME WORKINAS 0F A HANDFUL

OF  ALADRITHMS, WE RALSO TAKE A  LODE AT WHAT IT
MEANS TO MIGRATE To A  POST RQUANTUM (CRYPTD SCHEME.

PRE READ THESE ILLVSTRATED AVIDES FROM  THOUVAHTWORKS

MOW TO0 TeLL SECRETsS
THE STORY OF QUVANTUM (COMPUTING

AV IDE TO  AES
WEB 3 — THE PART N MERRLE TREES



IS

POST GBQUANTUM CRYPTOGARAPHY OR PRC |¢§ THE

FOCUS ON  DEVELOPINA CLASSICAL ALAORITHMS THAT ARE SAFE

FROM ANY  DECRYPTION ATTEMPTS BY AQUVANTUM ALADRITHMS



IS PUBLIC KEY CRYPTOGRAPHY BROKEN?
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WHY w~NOW ?

wWwHY THE  SEARCH FOR '
P0ST- AUANTUM  CRYPTOURAPHY ? ‘w“‘w’ﬁ“"w’
RGN

R USEFUL gquANTUM  COMPUTER

ISN'T  HERE ... veT! ' |
9
L—‘v

ASYMMETRIC ENCRYPTION &
DIGITAL SIGNATURE METHODS
ARE STILL <STRONG — RIAHT?

0, o

- Sound
umferni'u re

pressure

' ®

RSA, €CC & OTHER

SYMMETRIC LkEY




REASON I: ATTACk S

BUSINESSES [BANKS ROVERNMENTS

STORE ODATA ABOUT
CUSTOMERS [CITI2ZENS

USVALLY ENCRYPTED
% wITH MA/ECC

4 ’

Y2 Q@
will be

!
herc.o.o
K) HARVESTING ATTACK
And | could/ — DECRYPT YOUR

m Cﬁﬂ’y out ENCRYPTED ODATA
r\,
(.\/O b) REWRITE

HISTORY —
B FAkING A
DIAITAL SIANATURE

ON PAST RECORDS

YEARS ToO
Y28 SMNTOM = vsING THAT  AQUVANTUM  COMPUTER

(a.€ti
speculative ps. | might be a [of 3"'3(_7./



REASON 2: TImE

ACCORDING TO  THE WNIST, 1T TAKES A LONG TIME

TO ROLL OQUT NEW ENCRYPTION AT (CALE

MODERN  PUALIC KEKEY (RYPTOARAPHY INFRASTRUCTURE HAS TALEN

‘ 1 2 3 4 ‘ 5 6 1 ' 9 10 | 1| 12 ‘ 13 14 15 16 7 18 19 20

20 YEARS TD DEPLOY

$O NOW  MIAHT BE A A00D TIME TO START BEeINA CURIOUS
AB0UT HOW TO PREPARE 1T SMSTEMS FOR THE FUTURE



How (ONG DOES DATA HOW  LON4 UNTICL A
NEEp TO BE SECURE? LUANTUM  CAFE  SOLUTION ?

How LON4g UuNTI(C A VSEFULC AND
POWERFUL QUANTUM COMPUTER ?

HigALighh the

Store mow
o{ccrgpé later MICHELE  MOSCA
problem MATHEMATICIAN &

cpMPUTER  SCIENTIST




WHAT OPTIONS D0 WE HAVE?

USE AES, HOWEVER. ..

WHAT'S THE SoLUTION ?

INCREASE THE <Sr12g¢¢
0F AES KEYS

-+

FIND JSECURE wwAYS
T0 DISTRIBUTE THE kKeYy



DPTIONS 0 WE HAVE?

PPTION - 2

USE BQUANTUM kel DISTRIBVTION - QKD

ALICE
wd \ SENDS
AnY \0‘0
\% POLARISED LIAHT

WHICH ENCODES BITS

RANDOMLY
IN ONE

I 0 F Z- 2Ha
o1 0 METHO DS

B0B
MUST QG VESS
WHICH METHOD
AND

'READ'
THE PMUOTON

THIS 1S NOT  VYET
FEAS[BLE AT SCALE




WHAT OPTIONS 20 WE HAVE?

OPTION - 3

FIND ‘QUANTUM- SAFE’ ENCRYPTION

ALAORITHMS HARD FOR
QVANTYUM (OMPUTERS TO CRACK

CONSTRUCT COMPLEX

TRAPHDOOR FUNCTIONS
CLASSICAC +

FOR RQUANTUM
COMPUTERS

EASY TO DO
HARD TO VNDD

THIS BOOk 1$ ABOUT GQBUANTUM- SAFE ALAORITHMS
AND HOW  THEY WOR K



TO CLARIFY

' KEYBER
SHOR'S  ALAORITHM
WROVER'S ALAGORITHM SPHINCS +

RUANTUOM  ALAORITHMS CLASSICAL ALLORITHMS
Vst D Y

I

i

RUANTUM  COMPUTERS AVANTUM (OMPUTERS
ToO SOLVE  PRDBLEMS CANNDT mcg/gocvg

\/YES QUBITS ARE VSED jOOD oLdb BITS ARE USED
!



IT BEAAN IN 201/6

NIST- NATIONA(C INSTITUTE OF J(TANDARDS AND TeCHNOLOAY

WE CALL FOR |DEAS FOR PQC
ENCRYPTION k <SIGNATURE SCHEMES

l

60 VIABLE CANDIDATES SUBMITTED AND
pIhc
DISCUSSED IN {" 7004(E AROUP P&C- FORUM




SELECTION CcRITERIA

SECURE CONFIAURARLE

5 LEVELS OF SECURITY

AGAINST ATTACKS EROM
80TH CLASSICAL AND

AVANTUM COMPUTERS
Pick THE TRADEDFFS

SBALED ON A HARD PROBLEM slae . Speed

EFFICIENCY OTHERS

SIMPLICITY

EASE OF ANALYSIS

RESICIENCE TO
SIDE ~CHANNE(L ATTACKS

KEY JSI2ES

SIGNATURE SI2ES

CIPHER TEXT SI12¢€8 COMPATIBILITY WITH
MEMORY EXILTINA  PROTOCOLS

BANDWWIDTH



2022

4 ALAORITHMS THAT ARE DESIANED TO
WITHSTAND THE ASSAULT OF A FUTURE
QUANTUM  CLOMPUTER  AND WILL BE PART
0OF THE STANDARD.-..

JD/&OC CcSs (o
Stamy, b

AENERAL ENCRYPTION DIGITAL SIANATURES

¢ KD 1..‘1
DE K T,

CRYSTALS - KMBER CRYSTALS - DICLITHIUM

SPHINCS +



INTERESTING LY

000 LA A4
* 0 XXX Y

CRYSTALS - KVYBER CRYSTALS - DILITHIUM

-

SPHINCS +

WE NEED ADDITIONAL OdlalTAL
SIANATURES - BECAVSE 2 DOF 3 ARE

LATTICE BASED! A(SO SPRINCST
DOESN'T  PERFORM  4REAT.




IN 202§

Mctliece
BIKE H&C CLASSIC MCELIECE

AIT FLIPPING HAMM NG NAMED AFTER
KEY ENCAPSULATION O VASI- CYCLE RORERT J MCELIECE

Locess &,

Sta ”dqd e

WILL PRESENT
THEI & UPDATES

TO Bt CONSIDERED

PART OF THE <STANDARD FOR
KEY  ENCAPSULATION  MECHANISM
AT THE

5 TH NIST P&C STANDARD ISATION  CONFERENCE



STANDARDS ORGANISATIONS

THESE ARE NAMES DF STANDARDS ORGANISATIONS THAT NIST
ALSD WORKS WITH.

ASC X9

[EEE
lETF
ETS/
P& CRYPTO

0 SAFECRYPTO
lso/rec TJTC

THE Y FREQUENT(LY PURLISH QUIDELINES AND PAPERS.

AS AN  ASIDE, SpME  COUNTRIES LIEE  LERMANY, TAPAN, CHINA,
RUSS/& , SOUTH KOREA ETC HAVE THEIR DWN  STANDARDS.



RUANTUM - SAFE SCHEMES

HASH 8ASED CODE  BALED
;ﬁ . & .
LI . + : . 50Y
i .“I::;":::‘I';: — o A — (. E)
SPHINCS McELIECE
USE HASH EUNCTIONS VSES  ERROR (CORRECTING
roR SIANATURES COOES  FPDR ENCRYPTION
LATTICE BASED SYMMETRIC KEVS
-+ EEEEHEHEE B
e E o lle] L] [T Q@j Tl [jfj;@
KYBER AES

VSES LATTICE BASED
NP HARD PROBLEMS

IbDEAS THAT TRIED - AND FAILED-TO &BE LECURE

ISOAENY BALED

MRTHEMATICAL FUNCTIONS USES ERUATIONS WITH
IN AN ELLIPTIC cuRvVE MULTIPLE VARIABLES

MUCTIVARIATE

SIKE RAINBDW



DEVELDPING AN INTUVITION

IN THE NEXT FEW PAGES, WE WILL VISIT SOME DF THE
CANDIDATE  ALADRITHMS TD  AAIN AN UNDERSTANDING DF
THE PRINCIPLES [IDEAS  BASED oN WHICH THEY WORK.

WHILE WE WILL NOT BE  A4DINA INTO STEP- BY- STE?
WALKTHROUAH oF THE  ALQORITHMS , | HOPE VERY MUCH
THAT THE READER WILL GAET AN APPRECIATION FOR THE
DESIAN OF THE  ALAORITHM AND  WHAT  MAKES IT HARD.



HASH BASED
CRYPTOGRAPHY




HASH BASED CRYPTOSYSTEMS

HASH BASED  ENCRYPTION J(SCHEMES VSE HASH EUNCTIONS

AS THE BASIS FOR CREATING DIAITAL SIANATURES

A HASH  FUNCTION

MAPS DATA TO A FIXED [ENATH VALUVE

RN . o
IR

THE HALH 1§ A

ONE WA MATHEMATICAL FUNCTION

AR
\/

EASY TO o INFEASIBLE TO yNDO




HASH : SIMPLE EXAMPLE

hashing adgorif'hmt C«Dﬂf’@ i< 4./)
6 41 x4 =l68/*

]

[6 8/

——

the 2 JY0ups b + 81+ 97

\A—ns 1S ERSY TO CALCULATE




HASH : NIST CANDIDATE

SPRHINCS +

SPHINCS® IN THE NIST LIST A HASHING ALADRITHM

THAT CENTRES AROUND MERKLE TREES.

A MERKLE TREE

IS A TREE

OF HASH VALVES.

A NODDE € THE HALH
OF ITS CHILD NODES.

HASH BRSED ALGORITHMS CAN BE UVSEDL IN  DIAITAL SI4NATURES.

THE  ABSENCE OF STRUCTURE [PATTERNS IN THE HASH MAKES
IT HARD EtpR A&UVANTUM  COMPUTERS TO EXPLOIT THEM

BENEFITS CONSIDERATION S
FAST VERIFICATION SPEEDS RECATIVELY LARGE SIANATURE
SI12€ES

WELL UNDERSTOOD QUILDINAG
DILITHIUM & FALCON PERFORM

8L0CKS
BETTER



CODE BASED
CRYPTOGRAPHY




CODE - BASED CRYPTOSYSTEMS

CODE BASED  ENCRYPTION SCHEMES ARE BASED ON THE
DIFFICULTY DF DECODINAG ERROR CORRECTIN4 CODES

AN ERROR CORRECTINAR CODE ENCODES MESSAAKES.

S0, EVEN WHEN THE BITS ARE FLIPPED, THEY CAN
BE <LPOTTED AND RECOVERED!

&
s

N

|

MESSAGE ENCODED MESS B4E
METHUOD + ERRORS

DECODINA A CERTAIN TvYPE OF C(ObDE — A LINEAR (O0DE -
IS AN NP COMP(LETE PROALEM .

On the Inherent infractability
07[ Ceffa.(.n COO((hj )N'DL/QMS IMPLY ING THAT

THERE 1S NO

A*’ EFEICIENT
E R, 8u/e/<amp JOLYNOM |AL - TIME
RJ McéEliece ALAORITHM TO
HeA Tilborg, van SOLVE IT

Year - 1978



CODE: SIMPLE EXAMPLE

LET VS TAKE A HIGHLY SIMPLIFIED EXAMPLE WING
HAMMING CODES TO SEE HOW ERROR (CORRECTION WDRKS

L
O Ch

]
l W

Can YoV
HAMMING (7,4) J N
CAN CORRECT A (an You
J L SINGLE ERRDR hear me ?\

USES
PARITY B8ITS
70 8vVILd IN
REDUNDANCY

00D  PARITY IS ACHIEVED WHEN ADOING BITS

(1+0+!1+---- ) mop 2 = |

EVEN PARITY IS ACHIEVED WHEN A4QDINAG BITS

(1+0+1+----)mop 2 =0



CODE: SIMPLE EXAMPLE

WE CONSIDER EVEN PARITY FOR THIS EXAMPLE

HAMMING (7,4) VSES 4 DATA 8ITL aAND 3 PARITY BITS

JATA B8ITS TO  ENCODE IS 10 |1

PARITY BITS ARE  PLACED IN  poLITIONS 1,2,4,8.... "

ICEDEEE
e — [V [ol T

(BINARY)
DATA BITS ARE PLACED IN THE REST OF THE PosSITIONS

I

ENCLODING ——




CODE: SIMPLE EXAMPLE

FINDIN4G VALUVES

FOR THE PARITY &81TS

Pl PARITY
Pl =a @b @A
PL PARITY
PZ:‘-&@ C@O(
P3 PARITY
1’3=5@c@o(

INCLUDES  POSITION NUMBERS WITH
| AS THE LEAST SIANIFICANT DI4IT

POSITIONS 13, §,7 [PE = O
INCLUDES POSITION NUMBERS WITH
| AS THE 2ND LEAST SIANIFICANT DiqIT
POSITIONS 2,3 (, T P2 = |
INCLUDES POSITION NUMBERS WITH

| AS THE 3pp LEAST SIANIFICANT DI4IT
POSITIONS 4,6, 6,7 P3 = 0

weonws - [ T 0] 117



CODE.
DE: SIMPLE EXAMPLE

€
RROR. CORRECTION

A
0

IF
AS
P3 IS
POSITIONS
P2 15 PosIT O
DNS L
Pl s PosIT - 2367 — 110 — L
10
aser ol PARITY = |
olol —
PARITY -
= 0

Nnp — 1§
POSITION § IN
BINARY

FLI P
THE B!
T IN
POSITION 4 TO
COR RECT
ERRDR



CODE : SIMPLE EKXA MPLE

MAMMINA (CODES AND MATRICES

HAMMING  (ODES SUCH A¢ 7HIS

CAN ALSO BE GENERATED USINQ FORMUCLAE BASED ON MATRICES

A MATRIX 1S DATA ARRANAED IN ROWS AND cODLUMNS

ENCODING A MESSAGE A8 A MATRIX

Eﬁ‘fﬁ_] EENERATOR MRTR/X_7 [ENCODINi]

#x7 ] X 7
WA
VA4 44 wie 0 (G,
wW MATHEMATICALLY vy
WAL AN

DECODINA THE  RECEIVED MESSAAE UVSINA MATRICES

Eaxmf CHECK MATR/xJ '[ENCO.D/NGJ = POINTS To THE
LRROR POSITION

i 1x1 3x/

MATHEMATICALLY A
DE“VED @%2)




CODE : SIMPLE EXAMPLE

ENCODING A MESSAGE AS A MATRIX

| I I 0 0 0 O
10011 00
['O"] 0I0|O|0=E)"°°"]
. 10100 |
vx\;\‘ﬁwyv MATHEMATICALLY v
T DERIVED cv":.;p

DECODINA THE  RECEIVED MESSAAE VUVSINA MATRICES

0 0
| — ,
|
0
MA"HEM&T'CALU’ 0
e 0 THIS POINTS 710
| A COLUMN NUMBER
- i-e. THE POSITION
"}/3?” 0F THE &IT THAT
. ,
s NEEDS TO BE FLIPPED!
NOTICE THE

ERROR?
g INDICATE $
0 ND ERRQRS



CODE:. APPLICATION

Mj cocvek key IS
made of 3 matrices

[r] [a] and [s]

used Qaoppa
codes- mot

Hammir\j codes

M:‘] publl'c key
is the product

o [p][@] (5]
(I@l(s]- &

To encrypé message  m

v‘
Send 4-m + 'e,rrors’

SENDER: BOR
ﬁ{vn

EAVESDROPPER - EVE

[ will S*mggle to
inverE the  mafrices

or decode  +he message withon b

[P 1la](s]

THIS ROUVAHMLY 1S THE BASIS FOR THE MCELIECE CRYPTOSYSTEM
MCELIECE S IN ROUND & EFOoR CONSIDERATION wWITH NIST.



MKPC . NIST CAND/DATE

CLASSIC MCELIECE 1s NOT VvET IN THE STANDARDS LIST - 8UT
1S BEINA CONSIDERED AS A kEY ENCAPSULATION MECHANISM.

UNBROKEN FOR 40 VYEARS LARAE k€Y SlzEeS

NOT SUITABLE IN CASE OF
FAST ENCRYPTION [ pgc2YPTION
LIMITED  BANDWIDTHS



LATTICE BASED
CRYPTOGRAPHY




LATTICE BASED SCHEMES

LATTICE BALED CRYPTOLMSTEMS USE  WELL STUDIED
NP-HARD [ATTICE PROBLEMS SUCLH AS . ..

. «.CLOSEST VECTOR PROBLEM

IN AN INEINITE 4LRID O0OF DOTS IN HUNDREDS (OF DIMENISIONS
PICk A POINT N SPACE AN) FIND THE NEARESLT ooT.

. LEARNINAQ WITH ERRORS

TAKE A SYSTEM OF ERUVATIONS

CONSTRUCTED USINA  SOME SECRET  KEYS MH&:

ERRDRS
WITH SECRETLY ADDED * W /*, o

MOD A PRIME NUMRBER

TURNS OVUT THEY ARE R0TH <SOME VERSION OF EACH OTHER
AND ARE HARD FOR R&UANTUM COMPUTERS TD SOLVE .



CCOSEST VECTOR

LATTICE ° LOMPOSED

A GRID OF DoTs’ LIE THIS T__,
] el ® ® ) f-——’f—'i
S & B & 2 -ﬁ.-—-’.
W R B T i1
® e & & @
PICK 2 POINTS gy yerlow boOT TME RED DOT ©
A P0INT SULIQHTLY POINT ON THE

THE YELLOW 0T

MATHEMATICALLY, AKIVEN THE DEFINITION 0F A "“”CEV

(ONLY IMARINE THE LATTICE IN  MUNDREDS OF .omeusrows)
AND THE MELLOW dOT IT IS HARD TO FIND THE RED poT ©

PUBLIC KEY / SECRET KEY o




MOPDVLE (EARNING WITH ERRDRS

THE SMSTEM OF ERVATIONS WE SAW EARLIER (AN B¢
COMPACTLY  ARRANAED INTD  MATR/IX FORMAT AS BRELOW

omm——1 R [
9
A S e t
RANDOML Y EQVATIONS TINY VA(LVES RESULT
AENERATED WITH <SMALL AS
MATRIX COEFFICIENTS 'NDISE '/euozs
A-s +e =t
PUBLIC INFORMATION PRIVATE INFORMATIDN
A, tq, g, 4

RETRIEVING THE SECRET S 1S INCREDIBCY HARD N THE

PRESENCE OF & AND WHEN DIMENSIONS OF A ARE LARGE

THE NAME MODDULE LEARNIN QA WITH ERRQDRS IS THE NAME
CHOSEN 8Y MATHEMATICIANS FOR THIS PRODBLEM. SI4GH



JOINING THE DOTS

WHAT )¢ THE CONNECTION BETWEEN THE CLOSEST VECTOR
PROBLEM AND  LEABNING WITH ERRDRS ?

DESCRIBES THE LOCATION OF IS THE

¢ POINT
THE LATTICE THE SECRET POINT PuBLIC PO

-
® RED DOT YELLOW DD

— ARE ALL ERUATIONS IN POLYNOMIAL FORM

e 9 sx®- pat- - 241 +x+t 5=—6

— ARRANAED IN A MATR )X



LATTICE . SIMPLE EXAMP(LE

#| [— — |
& — i , | oy 1
% - - | | BOR HAS &
<o N T
= — MESSAAE M
S A t
ALICE HAS
PUBRLIC KEYS
ALICE SENDER: BDR

TO ENCRYPT B0OR MVUST

decImAL | BINARY POLYNOMIAL
| 00 | D+0+[ — !
CONvﬁkT Hls 8’NARY 7L 0}0 o+x+0 —> 2x
3 01/] 0 + A4 > AL+
MESSAGE  TO  POLYNOMIALS 1 ; S
5 101 AR
7 falel x4 %+
)0 1010 7(,3+ 0+ x t/
CHODSE A
RANDDM MATRIX ¥ [‘ o B *]

CHDOSE TWO OTHER I:@:l I:y o Y ’g{l

SMALL 'ERRDRS'



LATTICE:. SIMPLE EXAMPLE

ENCRYPTION

808 JENDS V AND

DECRYPTION

ALICE FINDS MESSAALE M = V- US

M: vb+e, +™m - (zAte)s

v

4 (ﬂs +&)+ ) + ™M - vAs- ¢, $

= vAS + e + ¢+ m —YAS-12, S

VERY SMALL TERMS WITH e, e,, 62 4HRE I4NDRED - LEAVING M

/



LATTICE: NVIST CANDIDATE

K.Y'B‘ER-
¢

CRYSTALS - KMBER

THE  ILLVSTRATION IN THE PREVIOUS PAAE IS A  SIMPLIFIED
VERSION OF THE  kMBER  eRYPTOSYSTEM.

BENEFITS CONSIDERATION S

AS WITH ANY  SCHEME,
IT REQVIRES CAREF UL

BASED ON STRUCTURED  (ATTICES

- LNOWN  HARD PROBLEM
IMPLEMENTATION

4000 PERFORMANCE & SECURITY LONG TERM  SECURITY
IMPLICATION S UNCLEAR



A PRC SCHEME THAT
HAS BEEN BRDKEN




THE BROKEN JSCHEMES

SILE — AN ISOGENY  BASED SCHEME

SIKE IS  ROUAH(Y &IMILAR TO THE OIFFIE-HELLMAN KEY
EXCHANAE  ODISCUSSED IN THE  [LLVSTRATED AUIDE HOW To

TELL SECRETS’ PUBLISHED B8Y THOUAHTWORKS

SILE WAS BROKEN IN 2022 AUVALUST BY WOUTER cCASTRYCE

AND  THOMAS DECRU OF BELGIUM N UuUNDER AN HOUR
WITH A  SINALE  CORE. SI/KE MARDE 1T 70 ROUND ¢ .

RAINBOW ~ A MULTIVARIATE CRYPTO SHSTEM

RAINBOW IS A  MULTIVAERIATE CRUPTDSYSTEM. WHICH MEANS
THE SECURITY LIES N THE  OIFFICULTY 0F SOLVINA
A (LARRE  SUSTEM DOF ERUATIONS wWITH MANY  VARIABLES.

RAINBOW WAS BROKEN IN 2022 ySING A STANDARD LAPTOP
OVER 63 HOURS BY  wWARD BEULLENS OF [8M, SWIT2ERLAND.

RAINBDOW MADE IT 70 ROUND 3.

LET'S TAKE A RQVICKE (00k AT RAINBOW'S APPRDACH TO
DESIANINA A  QUANTUM - SAFE  AL4GORITHM - A(BEIT  BROKEN.



MULTIVARIATE CRYPTOSYSTEMS

MULTIVARIATE PUBLIC EKEY CRYPTOSYSTEMS ARE BASED oA THE
HARDNESS OF SOLVING EAQUATIONS WITH MULTIPLE VARIABLES

M8 ChAnlle hge

Havdnegss Evaluation
0f SO[Vir\j
Mu Ltivariake  guaditic Problems

T Yasuda , X DaAa h Y Hum\j
T TakAJt' / K Sakural

e print. (AT oxy /2015 /275 pdf

FOR EXAMPLE : N +3 = §
Qx + 3xy + Sat= 4 mod 3
A — Tx3 + &3‘ = | mod 3

’f'(nd ffnc(
J 3

SOLVING MEANS T0O FIND THE VALVES oF TH E VARIAR LES
X, Y, 3 THAT WORKS FOR EACH EQUATION.

THE PROBLEM BECOMES HARDER WHEN THE NUMBER OF
ERVATIONS AND VARIABLES DON'T  MATCH EXRCTLY .



2 VARIABLES

(s
AN

2 ERQVATIONS

50 EQUATIONS

IT TURNS OUT THAT THIS MANY VvARIABLES AND POLYNOMIALS
(EQUVATIONS) cOULD CREATE A PROBLEM To0  HARD

— EVEN FDR A  ARUANTUM (OMPUTER /

TME  RESULT 1S MULTIVARIATE PUBLIC KkEM CRYPTOLUSTEM
- MKPC

THIS SET OF EQUATIONS SERVES AS THE PUBLIC KEY

THE PRIVATE KEY 1S A SUBSET OF THE VARIABLES
0DDLY NAMED 0IL VARIABLES AND VINEAAR VARIABLES.



MKPC : SIMPLE EXAMPLE

TAKE A SINGLE EQUATION  WITH VARIABLES a, b, ¢, d

u

0-"+30Lb + 3ac + 2ad +b% + 6bC + & bl 25 mod 3

POCYNOMIALS CAN BE EXPRESSED AS THE PROOVCT OF
MATRICES. S0 THE ARDVE BECOMES

I T T 0.

a b c d I3 2 b
2 3 0 o0 e The ,
12 0 o]« i

at bt 2ctd 20 + b+ 3cC+ 2d  a+3b a+2b

o
b
c
ol

NDTICE  THAT BY THE DELIBERATE PLACEMENT QF THE 2€RDES

THE VARIABLES ¢, d 20 wNOT MULTIPLY WITH EACH OTHER
IN THE ORIGINAL EQUATION.

IF  0U EkNOW =l AND b= THEN THE EXPRESSION
16 LINEAR — AND A BIT EASIER TO SOLVE THE EQUATION

1+ 3+ 3C +2d +] +6C +4d



MKPC : SIMPLE EXAMPLE

0“+30b + 3ac + 2ad +b% + bbc + 4bd = 25 mod 3

The
franOO' ;

WY — vmeare wasinsis

—> 0IL VARIABLES

CHOOSE VARIABLES CREATE S0 EOQUVATIONS
100 VINEGAR & 560 oIiL EACH WITH THE TRAPIDOR

THIS 1§ NOW  BROEEN AND 1T REMAINS TO BE SEEN
IF NEWER  SCHEMES WILL APPEAR BASED oN THIS METHDD.






FIRST JSTEPS

GATHER AN

EXPERT TRANSITION

TEAM

| «Emi ..1610016
- coNdueT A - Med- long term
RISK ASSESLMENT TOATA @ 8YsTEMC

DF ORTA ¥ SHSTEMS

NUARY
IMAGINE £ St 203V
- | | MmARCH 2037 |
apaiL d
TIMELINE FOR apas | s
- - ‘ TJUNE
IMPLEMENTING  PRC JoLY il



IS THERE ANY  DATA HOW  LON4 WILL THE
THAT 15 SENSITIVE OR DATA NEED TO BE

CONFIDENTIAL ? KEPT  SAte ?

IS THE DATA DOEL THE INFRASTRULTURE
PURLIC FACING ? NEED  UPDATE?

WHICH  COMMUNI(ATIONS WHICH APPS ARE AFFECTED?
SYSTEMS  NEED To BE SEcURED?  (INTERNAL AND EXTERNAL)



OTHER CONS/DERATIONS

Ll
-1

PEOPLE [TEAMS WHO

NEED TO Bt MADE AWARE VENODR ROADMAPS

| EASY To REPLACE?
Quanfum
_—
O o
- { distribuhon
2. M V E
3 W Iwm P MANAAE ﬁ m—
KEYS
0w AWy v g
S m-mM-4aA ? MO 170
CRYPTOAAILITY TRANSITION STRATEGY

EXPERIMENT, TEST %
IMPLEMENT

STAY  INFORMED



cHA LLEVGES N PacC

RC INVOLVES TRADEOFFS UNJISCOVERED VULNERARBR[LITIES

0 SIDE CHANNEL
KEY SI2ES ——& ATTACKS

POSSIBLE
"’(/ CEEICIENCY
Rvahfum-safe
NOT  FULLY
PO WER CONSUME D TIME-TESTED
COST  DF  TRANSITION FRESE S IEG ERGREE
LIKECY TO BE HIGH
HHIW"
«MUI]INU &UANTUM COMPUTeRS

i

ETA: UNENOWN

Hardware Soptware Mainfehance

UNCLEAR AOVERNANCE LEAA( ISSUES

NEED CLEAR UP-TO-DATE

PRIVACY LEAISLATIONS

REAVLATIONS FOR
DIAITA(L SIANATURES

L' MORE



NOT (N SCOPE

SPECIFIC NUMBERS ASSOCIATED TO THE LEY <S/I2ES DR
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